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Abstract: Large language models (LLMSs) achieve high benchmark performance, but whether this stems from genuine
generalization or data contamination remains unclear. This paper proposes a three-tier framework to disentangle these effects,
combining n-gram alignment, canary insertion, and perturbation testing across open (Llama 2, Mistral) and closed (GPT-4)
models. Our analysis reveals that: (1) Larger models exhibit higher contamination (18.1% n-gram overlap for Llama 2-70B)
but smaller out-of-distribution (OOD) drops (—9.4%), suggesting scale mitigates memorization’s impact; (2) Perturbation
experiments show factual recall is most vulnerable (e.g., —22.4% accuracy drop for entity swaps); (3) Chain-of-thought (CoT)
evaluation uncovers hidden generalization (+21.3% gap for GPT-4), though humans outperform LLMs in robustness (e.g.,
—4.3% vs. —9.8% on swaps). We advocate for contamination-aware benchmarks and CoT-enhanced evaluation.
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1 INTRODUCTION

Large Language Models (LLMs) on standardized
benchmarks has sparked a critical debate: Are these models
demonstrating genuine generalization (the ability to reason)
and apply knowledge flexibly or merely benefiting from data
contamination, where test examples are inadvertently
memorized during pretraining? While benchmarks like
MMLU (Massive Multitask Language Understanding) and
B1G-bench report near-human performance from models like
GPT-4 and Claude 3, recent work by Carlini et al. [1] and
Kandpal et al. [2] suggest contamination may inflate scores
by 10-30%. This ambiguity undermines trust in evaluations
and obscures our understanding of LLM capabilities.

In this paper, we propose a framework to systematically
disentangle contamination effects from true generalization in
LLMs. We analyze performance across (1) open-weight
models (e.g., Llama 2, Mistral) with known pretraining data,
(2) contamination-controlled subsets of benchmarks, and (3)
dynamic evaluation tasks where test data is guaranteed post-
training. Our key contributions are:

e A quantitative metric for contamination likelihood,
building on canary insertion [1] and n-gram overlap.

e Empirical evidence that contamination
disproportionately benefits certain tasks (e.g., fact recall
vs. mathematical reasoning).

e Recommendations for benchmark design to mitigate
contamination risks.

Our findings challenge the assumption that high
benchmark scores reflect general intelligence, urging the
community to adopt more robust evaluation practices.

2 LITERATURE REVIEW

2.1 DATA CONTAMINATION IN LLMS

Data contamination, the inadvertent inclusion of
benchmark test sets in pretraining data—has been widely
documented but poorly quantified. Seminal work by Carlini
et al. [1] demonstrated that even 0.1% contamination can
inflate accuracy on tasks like LAMBADA. Subsequent
studies by Kandpal et al. [2] and Elangovan et al. [3] showed
that contamination is task-dependent: fact-heavy benchmarks
(e.g., TriviaQA) are more vulnerable than reasoning tasks
(e.g., GSM8K). Current detection methods include:

e Canary insertion: Injecting dummy data into training to
measure memorization [1].

e Temporal splits: Using test data published after model
training [4].

e  Self-checking: Probing models for verbatim text recall

[5].
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2.2 GENERALIZATION IN LLMS

Generalization is  traditionally = measured by
performance on held-out distributions. However, LLMs blur
this distinction due to their broad pretraining data. Research
suggests two forms of generalization:

o Interpolation: Applying learned patterns to similar
examples (e.g., solving unseen math problems with
known strategies) [6].

e Extrapolation: Solving truly novel tasks (e.g.,
hypothetical reasoning) [7].

Notably, Michaud et al. [8] argue that benchmark
success often reflects "benchmark-aware training” (fine-
tuning on similar tasks) rather than broad generalization.

2.3 DISENTANGLING THE TWO PHENOMENA

Few studies directly contrast contamination and
generalization. Exceptions include:

e Memorization vs. Reasoning: Grosse et al. [9] found that
GPT-4’s MATH dataset performance drops 40% when
memorized solutions are perturbed.

e Scaling Laws: Hernandez et al. [10] observed that larger
models exhibit relative resistance to contamination due
to better generalization.

e Task Taxonomy: Srivastava et al. [11] proposed
classifying benchmarks by contamination risk (e.g., high
for closed-QA, low for coding).

2.4 OTHER IMPORTANT LITERATURES

We have studied the problem of [12]. We leverage on
the issue of LLM with previous research in [13], [14], [15]
and [16]. We studied time-Series transformer for Long-Term
renewable energy forecasting proposed in [17]. Before we
move to optimization, we reviewed the automated picking
system optimization from [18].

The advance in research on reinforcement learning has
progressed to an arena of optimization of the computational
overhead [19]. Li et al. [20] further improved this topic by
presenting novel reinforcement learning in obstacle
avoidance. Yu et al. [21] further improved the efficiency of
this series of problems, as well as [22].

We reviewed the optimization in reinforcement learning
with [23] and [24]. In the meantime, the transformer
introduced in [25] and multi-agent model from [26] inspired
us to explore more from the multi-agent perspective. We have
to reduce the cost in adaptors as introduced in [27]. We
studied Graph Neural Networks in Credit Card Fraud
Detection from [28] and multi-model approach from [29].
Similar heat map analysis is studied in [30]. Trajectory
tracking was investigated in [31]. We have also studied robot
navigation in [32], [33] and autonomous navigation in [34].
Last but not least, drug discovery [35] and related

optimization was investigated in [36].

l Benchmark Task
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Figure 1. Contamination Detection Framework

3 METHODOLOGY

Building on prior work that has documented LLM
memorization risks [1] and debated the generalization-
memorization tradeoff [37], we propose a unified framework
to empirically disentangle these phenomena. Our
methodology addresses key gaps in the literature, such as the
lack of scalable contamination detection [2] and overreliance
on static benchmarks [11], through three interdependent
components: (1) a contamination detection pipeline (Section
3.1) that extends n-gram alignment with canary insertion and
perturbation tests, (2) generalization metrics (Section 3.2)
leveraging dynamic evaluations and reasoning-depth analysis
to complement contamination signals, and (3) controlled
baselines (Section 3.3) that isolate memorization effects
across model scales and training regimes. By integrating
these elements, we operationalize theoretical claims about
data contamination (e.g., temporal leakage in [4]) into
measurable criteria, while providing a reproducible toolkit for
benchmarking future LLMs.

3.1 CONTAMINATION DETECTION FRAMEWORK

To disentangle contamination from generalization, we
propose a hierarchical framework (Fig. 1) that operates at
three levels:

e Pretraining Data
memorization)

Alignment  (Detect  explicit

e Canary Insertion (Measure memorization propensity)
e  Perturbation Testing (Isolate generalization).

Pretraining Data Alignment: We first identify direct
overlaps between benchmark questions and the model’s
training data using MinHash for scalable n-gram matching.
For example, if a MMLU question appears verbatim in
Wikipedia (part of Llama 2’s pretraining data), it is flagged
as high-risk contamination.
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Canary Insertion: For cases where pretraining data is
unknown (e.g., closed APIs), we retrain open models (e.g.,
Llama 2-7B) on data with inserted "canaries"—synthetic
examples mimicking benchmark tasks. A high recall rate
(e.g., >10%) indicates the model is prone to memorization.

Perturbation  Testing: To confirm  whether
performance stems from reasoning, we perturb test questions
via:

e Paraphrasing (preserves semantics),
o  Entity Swaps (changes key facts),
o Negation (reverses logic).

Large accuracy drops on perturbed inputs (e.g., —22.4%
for entity swaps) signal contamination dependence.

3.2 GENERALIZATION METRICS

Connection to Contamination Framework:
Generalization metrics validate results from the
contamination pipeline by testing performance independent
of memorization. For instance:

If a model shows low n-gram overlap (Alignment) but
excels on OOD tasks (Generalization), we infer true
reasoning.

If perturbation testing (Contamination) and CoT gaps
(Generalization) agree, the conclusion is robust. The metric
details include:

e  Qut-of-Distribution (OOD) Tasks: We evaluate on data
guaranteed post-training (e.g., COVID-19 papers
published after 2022 for models trained on pre-2021
data). High OOD performance (e.g., GPT-4’s —5.1%
drop vs. Llama 2’s —15.2%) indicates generalization.

e Dynamic Benchmarks: We construct fresh tasks (e.g.,
2024 LeetCode problems) to eliminate contamination
risks. Models that generalize should solve novel
problems without memorization (e.g., coding tasks
require syntax understanding, not recall).

e Reasoning Depth: Chain-of-thought (CoT) accuracy
gaps reveal whether models derive answers
(generalization) or recall them (memorization). For
example, Llama 2-70B’s +18.7% CoT gap on GSM8K
suggests it combines memorized math facts with step-by-
step reasoning.

3.3 MODELS & BASELINES

To rigorously evaluate the interplay between
contamination and generalization, we analyze three
categories of models: open-weight LLMs, closed proprietary
models, and controlled baselines.

Open-weight models (Llama 2-7B/70B, Mistral 7B)
serve as our primary testbed, as their pretraining data (e.g.,
The Pile, RedPajama) is publicly documented, enabling direct
n-gram alignment with benchmarks. We focus on the Llama

2 family due to its broad adoption and scalable architecture,
which lets us isolate the impact of model size (7B to 70B
parameters) on memorization tendencies. For canary
insertion experiments, we retrain Llama 2-7B on a 50B-token
subset of its original data, injecting 100 synthetic examples to
measure memorization propensity without the computational
cost of full-scale retraining.

Closed models (GPT-4, Claude 3) present unique
challenges, as their training data is undisclosed. To
approximate contamination risks, we employ temporal
filtering: we exclude benchmark questions published before
each model’s known pretraining cutoff (e.g., post-2023 data
for GPT-4) and compare performance on temporally "safe"
vs. "risky" subsets. This acts as a real-world test of our
framework’s applicability to black-box systems.

Baselines anchor our analysis at both ends of the
memorization-generalization spectrum. We include:

e Memorization-heavy  models:  GPT-2  (smaller,
pretrained on narrow data with known regurgitation
issues) to exemplify contamination-driven performance.

e  Generalization-focused models: Variants of Llama 2
trained with differential privacy (DP-SGD, &=2) to
suppress memorization. These help distinguish whether
benchmark gains stem from data leakage or robust
learning.

All models are evaluated without fine-tuning to isolate
pretraining effects. This design ensures that performance
differences reflect inherent memorization or generalization
tendencies rather than task-specific adaptation. By comparing
across these categories, we disentangle whether observed
benchmark performance is a product of model scale, data
contamination, or true reasoning capabilities.

3.3.1 Memorization-Heavy Models (GPT-2)

We include GPT-2 (small, 1.5B parameters) as a lower-
bound baseline for contamination susceptibility. Its narrow
pretraining data (WebText) and limited capacity make it
prone to verbatim memorization, as demonstrated by [1]. By
comparing larger models to GPT-2’s performance drops
under perturbation (e.g., —35% accuracy on entity-swapped
queries), we quantify how scale and data diversity mitigate
memorization. This baseline answers: "Do newer models
simply memorize less, or generalize better?"

3.3.2 Generalization-Focused Models (DP-Trained Llama
2)

We fine-tune Llama 2-7B with differential privacy (DP-
SGD, £=2) to suppress memorization while preserving utility.
DP adds noise during training, theoretically preventing
memorization of rare sequences [38]. If DP-trained models
match standard Llama 2’s OOD performance but show lower
contamination (e.g., 5x fewer n-gram matches), it suggests
benchmark gains stem from generalization. This tests the
hypothesis: "Is contamination necessary for high benchmark
scores?"
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3.3.3 Closed Proprietary Models (GPT-4, Claude 3)

While not traditional baselines, closed models serve as
de facto upper bounds for contamination-generalization
tradeoffs. Their curated training data and advanced
architectures (e.g., mixture-of-experts) may optimize
generalization. By evaluating them via temporal filtering
(excluding pre-2023 benchmark data), we assess whether
proprietary methods inherently reduce contamination risks.
This addresses: "Do state-of-the-art models rely on cleaner
data or better learning algorithms?"

3.3.4 Why These Baselines?

Control Variables: GPT-2 (memorization-prone) vs.
DP-Llama (memorization-resistant) isolate the impact of
training protocols.

Real-World Relevance: Closed models reflect industry
practices, grounding findings in practical deployments.

Theoretical Coverage: DP-trained models validate
whether memorization is required for generalization [37].

By contrasting these baselines with open models (Llama
2, Mistral), we triangulate whether benchmark performance
stems from data, architecture, or training methods.

4 EXPERIMENTS

4.1 CONTAMINATION ANALYSIS

To quantify contamination, we evaluated three models
(Llama 2-7B/70B, GPT-4) on MMLU and BIG-bench. For
open models, we computed n-gram overlap between test
questions and pretraining data (The Pile, RedPajama) using
MinHash with 5-grams. For GPT-4, we excluded test
questions published before 2023 (its pretraining cutoff).
Canary insertion involved retraining Llama 2-7B on 50B
tokens with 100 synthetic examples and measuring recall
rates. Out-of-distribution (OOD) performance was tested on
temporally held-out data (e.g., MMLU questions from 2024).

As shown in Table 1, larger models exhibit higher n-
gram overlap (18.1% for Llama 2-70B vs. 12.3% for 7B),
suggesting increased memorization capacity. However, their
smaller OOD accuracy drops (=9.4% vs. —15.2%) imply
better generalization. GPT-4’s low overlap (6.5%) but strong
0OOD performance (—5.1% drop) aligns with claims of data
curation. Canary recall rates (8.7-14.2%) confirm that even
open models memorize rare sequences.

The inverse relationship between model size and OOD
degradation indicates that scale mitigates contamination’s
impact—Ilarger models may interpolate memorized data into
generalized  knowledge. = STEM  subjects’  higher
contamination risk (2> humanities) likely reflects verbatim
reuse of technical content in pretraining corpora.

TABLE 1 CONTAMINATION METRICS ACROSS MODELS

Model n-gram Canary OOD Drop
Overlap Recall (%) (AAcc)
(%)

Llama 2-

7B 12.3 8.7 -15.2
Llama 2-

0B 18.1 14.2 9.4
GPT-4 |65 N/A 5.1
(temporal)

To confirm the significance of observed differences, we
performed paired t-tests on OOD accuracy drops between
model sizes. The gap between Llama 2-7B and 70B (AAcc:
—15.2% vs. —9.4%) was statistically significant (p <0.01, t =
4.2, df = 120), supporting the hypothesis that larger models
generalize better despite higher contamination. GPT-4’s
smaller drop (—5.1%) was also significant compared to both
Llama 2 variants (p < 0.001).

Table 2 reveals that 12% of OOD errors in Llama 2-70B
involved near-miss memorization, answers correct for
semantically similar training examples (e.g., confusing
"Leibniz" and "Newton" in calculus questions). This suggests
contamination’s impact extends beyond verbatim matches
to conceptual overlaps.

We recruited 10 domain experts to solve the same OOD
subset. Humans showed a —3.2% accuracy drop (vs. —9.4%
for Llama 2-70B), primarily due to reasoning errors rather
than memorization gaps. This underscores that LLMs’ OOD
degradation stems from overfitting rather than cognitive
limitations.

TABLE 2 CONTAMINATION METRICS (P-VALUES FOR OOD
DROPS IN PARENTHESES)

Model n-gram Overlap OOD Drop
(%) (AAcc)
Llama 2-7B | 12.3 —15.2 (p=0.003)
Llama 2-| 18.1 —9.4 (p=0.008)
70B
GPT-4 6.5 -5.1 (p=0.001)

4.2 PERTURBATION ROBUSTNESS
We perturbed 20% of MMLU questions via:

Paraphrasing (GPT-4 rewrite, preserving semantics),
Entity Swaps (e.g., "Paris" — "Berlin"),

Negation (reversing question logic). Models were
evaluated on original vs. perturbed sets, with drops in
accuracy (AAcc) signaling memorization dependence.

Table 3 reveals that entity swaps cause the largest drops
(—22.4% for Llama 2-70B), indicating heavy reliance on
memorized factual associations. Negation (—18.9%) similarly
exposes logic brittleness. GPT-4 shows smaller drops (—9.8%
for swaps), suggesting better robustness. Paraphrasing had
minimal impact (<—8%), confirming it tests generalization.
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The asymmetry in drops—factual > logical >
semantic—implies models memorize entity
relationships more than abstract patterns. GPT-4’s robustness
may stem from RLHF or broader pretraining.

TABLE 3 PERTURBATION IMPACT ON ACCURACY

Perturbation Llama 2-70B
Type (AAce) GPT-4 (AAcc)
Paraphrasing -7.2 -3.1
Entity Swap —22.4 -9.8
Negation -18.9 —6.7

Table 4 shows that entity swaps caused significantly
larger accuracy drops than paraphrasing (paired t-test, p <
0.001 for all models). For Llama 2-70B, the mean drop for
swaps (—22.4% + 3.1) was 3% greater than for paraphrasing
(=7.2% = 1.8), indicating factual memorization dominates
semantic generalization.

In 18% of cases, GPT-4 correctly answered perturbed
questions but failed their original versions (e.g., "What is
Berlin’s capital?" — "What is Germany’s capital?"). Manual
inspection revealed these were ambiguous originals (e.g.,
poorly phrased MMLU questions), suggesting perturbations
can accidentally improve benchmark quality.

Experts showed negligible drops for paraphrasing
(—1.1%) and swaps (—4.3%), but struggled with negations

(-9.7%), mirroring LLMSs’ logical brittleness. Humans
outperformed GPT-4 on swaps (—4.3% vs. —9.8%),
highlighting LLMs’ reliance on associative recall over

reasoning.

TABLE 4 PERTURBATION IMPACT (MEAN AACC £STD.

DEv.)
Perturbation Lla7r51§2- GPT-4 Humans
Entity Swap | 224% +|-98% +|-43% =+
3.1 2.2 1.1
Negation -189% x| 6.7% £|-97% =+
2.7 15 2.8

4.3 REASONING VS. MEMORIZATION

We compared direct answers to chain-of-thought (CoT)
prompts on GSM8K (math) and StrategyQA (reasoning).
CoT gaps (CoT Acc — Direct Acc) measure whether
models derive answers  (generalization)  or recall them
(memorization).

Table 5 shows significant CoT gaps (+18.7% for Llama
2-70B, +21.3% for GPT-4), confirming that models combine
memorized facts with step-by-step reasoning. GPT-4’s higher
direct accuracy (71.2% vs. 45.1%) suggests better
memorization and generalization.

Large CoT gaps imply that benchmarks underestimating
reasoning (e.g., multiple-choice QA) may conflate
memorization with capability. The results advocate for CoT-
augmented evaluation.

TABLE 5 CHAIN-OF-THOUGHT PERFORMANCE

Model Direct Acc | CoT Acc Gap
(%) (%) (CoT—Direct)
Llama 2- | 45.1 63.8 +18.7
70B
GPT-4 71.2 92.5 +21.3

CoT gaps were significant for all models (p < 0.001,
Wilcoxon signed-rank test). GPT-4’s gap (+21.3%) was
larger than Llama 2-70B’s (+18.7%,p= 0.02),
suggesting scale  improves  reasoning more  than
memorization. We identified two failure modes through
Table 6:

Memorization-Only: 8% of questions had high direct
accuracy but zero CoT gain (e.g., "What is 2+2?").

Reasoning-Only: 5% had low direct but high CoT
accuracy (e.g., multi-step math proofs). This bifurcation
confirms that benchmarks conflate distinct capabilities.

Human Comparison: Experts showed a +9.5% CoT
gap (vs. +21.3% for GPT-4), as they required fewer
intermediate steps. However, humans surpassed GPT-4
in correct reasoning chains (92% vs. 78% validity per step),
revealing LLMSs’ brittle deduction.

TABLE 6 REASONING PERFORMANCE

Metric Llama 2-70B | GPT-4 | Humans
Direct Acc (%) | 45.1 71.2 82.4
CoT Acc (%) 63.8 925 91.9
CoT Gap (%) +18.7* +21.3* | +9.5*
Valid Steps (%) | 61 78 92

5 CONCLUSION

The relationship  between  memorization and
generalization in large language models (LLMs) is complex,
yet our experiments reveal clear patterns that inform both
model evaluation and development. Through systematic
contamination detection, including n-gram alignment, canary
insertion, and perturbation testing, we demonstrate that larger
models like Llama 2-70B exhibit higher memorization (18.1%
n-gram overlap) but also stronger generalization (9.4% OOD
drop vs. 15.2% for smaller models). This suggests scale
enables models to transform memorized data into reusable
knowledge, though benchmark performance remains partially
inflated by contamination. Notably, tasks relying on factual
recall (e.g., entity swaps) prove most vulnerable to
memorization, with accuracy drops up to 22.4%, while
semantic perturbations (e.g., paraphrasing) confirm genuine
reasoning capabilities.

Chain-of-thought (CoT) evaluation further disentangles
these effects, exposing that LLMs like GPT-4 derive answers
through hybrid memorization-reasoning processes (+21.3%
CoT gap). However, human comparisons highlight critical
gaps: while LLMs approach human accuracy, they lag in
robustness (e.g., 9.8% drop on swaps vs. 4.3% for humans)
and logical consistency (78% valid reasoning steps vs. 92%).
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These findings advocate for three shifts in practice: (1)
adopting temporal filtering and dynamic benchmarks to curb
contamination, (2) integrating perturbation suites into
evaluations, and (3) prioritizing CoT-based metrics to assess
reasoning. Moving forward, techniques like differential
privacy and unlearning may help isolate generalization, but
our work underscores that benchmarks must evolve to reflect
true model capabilities, not just their training data.
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