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Abstract: Currently, credit card fraud detection is a unique problem in the financial sector, with both institutions and
consumers facing increasingly significant losses. Despite the growing application of machine learning (ML) techniques in this
domain, existing methods often struggle with issues such as high false-positive rates, imbalanced data, and the complexity of
evolving fraud patterns. This paper investigates the comparative performance of various machine learning models in credit
card fraud detection, focusing on traditional models (such as Support Vector Machine, Decision Tree), ensemble methods
(Random Forest, XGBoost,deep learning models (Multilayer Perceptron, Artificial Neural Networks). Three distinct datasets,
including both balanced and imbalanced sets, are used to evaluate these models. The results indicate that ensemble models like
Random Forest and XGBoost demonstrate superior performance, particularly in terms of accuracy, precision, recall, and F1
score, when compared to other models. However, models such as Support Vector Machine and Artificial Neural Networks
exhibit lower recall in imbalanced datasets, suggesting potential limitations in their application to real-world fraud detection
scenarios. This study also identifies key challenges, such as the difficulty in adapting to dynamic fraud strategies and the need
for real-time monitoring. Future research directions are proposed, including the integration of deep learning architectures and
adaptive learning mechanisms to enhance the detection system’s real-time response and accuracy. The findings provide a
robust foundation for further development of credit card fraud detection systems and offer practical insights for financial
institutions seeking to mitigate fraud-related risks.
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imbalanced data, where fraudulent transactions constitute
1 INTRODUCTION only a tiny fraction of the overall dataset. This imbalance
often skews model performance, causing standard machine
learning models to favor the majority class (non-fraudulent
transactions), which in turn leads to a high rate of false
negatives. Ren (2025) [3] discussed the use of Large
Language Models (LLMs) in identifying anomalies in
financial systems, highlighting the potential of advanced
techniques to overcome the limitations imposed by
imbalanced datasets. The study suggests that leveraging
sophisticated AI models such as LLMs could significantly
improve early warning systems for fraud detection by better
handling data imbalance and adapting to emerging fraud
techniques. Furthermore, the continuously evolving nature of
fraud tactics, which adapt to new detection methods, only
adds to the complexity of accurately identifying fraudulent
activities.[4]

In recent years, the prevalence of credit card fraud has
become an increasingly significant challenge within the
financial sector, causing considerable losses to both financial
institutions and consumers. With the rapid development of
digital payment systems and the growing sophistication of
fraud techniques, traditional methods of fraud detection—
largely relying on rule-based systems—have struggled to
keep pace.[1] This has led to a growing interest in utilizing
machine learning (ML) models, which offer a more flexible
and dynamic approach to detecting fraud patterns in large-
scale transactional data. Sun and Ortiz (2024) [2] highlighted
the potential of Al-driven systems in handling complex
activity tracking, suggesting that innovative approaches such
as loT-enabled ambient sensors could complement ML
models in fraud detection, offering a more comprehensive
solution for dynamic fraud environments.

2 LITERATURE REVIEW

Despite the promising potential of machine learning in

the detection of credit card fraud, numerous challenges Researchers have employed various techniques
remain. One of the most prominent challenges is the issue of spanning machine learning (ML), ensemble learning (EL),
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and deep learning (DL) to detect fraudulent transactions.
Traditional data mining methods, such as logistic regression,
decision trees (DT), and support vector machines (SVM),
have been successfully utilized to identify fraud patterns in
credit card transactions. Furthermore, ensemble learning
methods, such as random forests and gradient boosting
machines, have garnered attention due to their ability to
combine multiple base learners, thereby improving prediction
accuracy. More recently, deep learning algorithms have
opened new chances for fraud detection by exploiting the
power of deep hierarchical feature representations. They form
a solid foundation for benchmarking the models chosen for
this research.[5]

2.1 MACHINE LEARNING

Artificial neural networks (ANNs) have proven to be a
major program for solving a variety of complex problems,
such as detecting fraudulent activities in banking transactions
to analyzing global [6]. These algorithms can quickly and
accurately identify fraudulent behavior by automatically
learning from data on banking transactions, thereby detecting
abnormal transaction patterns that indicate fraud.[7]

A comprehensive approach involving multiple machine
learning models, such as decision trees (DT), random forests
(RF), and multilayer perceptrons (MLP), has been proposed
for real-time detection of fraud and handling the four most
prominent fraud categories. [8] These models aim to enhance
the accuracy of predictions and address challenges such as
evolving fraud strategies and imbalanced data. While this
approach offers potential solutions, further research is needed
to extend the prediction capabilities and tackle emerging
forms of location-based frauds. Additionally, the
effectiveness of these algorithms in terms of both speed and
accuracy continues to be evaluated, with some studies
suggesting that hybrid methods combining ML and deep
learning (DL) approaches could offer even more promising
results.[9]

Several studies have delved into specific ML techniques
for credit card fraud detection. For instance, logistic
regression (LR), decision trees (DT), and random forests (RF)
have been tested on imbalanced datasets, showing that
oversampling techniques can help balance the data and
improve model performance. [10] In particular, combining
multiple ML algorithms with deep learning methods has
achieved near-perfect accuracy, as demonstrated by some
studies utilizing ANNs. However, issues with precision and
recall remain when working with skewed datasets, which
could lead to false alarms or missed fraudulent transactions.
[11] To address this, a more refined balance between false
positives and true positives is sought, as well as improved

Support A High Sensitive to
Vector supervised | accuracy in | data imbalance,
Machine | learning classificatio | requires proper
(SVM) algorithm | n, effective | hyperparameter
that works | for complex | tuning.
well in | datasets.
high-
dimension
al spaces.
Decision | A model | Easy to | Prone to
Trees that splits | interpret, overfitting,
(DT) data based | fast training | struggles with
on feature | time. high-
values to dimensional
create a data.
tree
structure.
An Robust  to | Less
ensemble noise, interpretable
method of | reduces than single
Random .. . ..
Forest decision overfitting. d601§10n trf:es,
(RF) trees  that requires tuning.
aggregates
predictions
A non- | Intuitive and | Computationall
parametric | works well | y  expensive,
K- algorithm | for non- | large datasets.
that linear
Nearest . . .
. classifies classificatio
Neighbor based on | n
s (KNN) . ’
proximity
to known
data.

The table above summarizes the key ML techniques
widely used in fraud detection, highlighting their advantages
and challenges. These models are frequently used in fraud
detection systems, but their limitations, particularly in
imbalanced datasets, suggest the need for further
development and optimization.[12]

2.2 ENSEMBLE LEARNING

Ensemble learning techniques, such as random forests,
gradient boosting, and XGBoost, are increasingly being used
in credit card fraud detection due to their ability to combine
the outputs of multiple base models to improve prediction
accuracy. These methods have proven particularly effective
in dealing with imbalanced datasets, as they help balance the
influence of minority class data (fraudulent transactions) in
the final predictions.[13]

TABLE 2: OVERVIEW OF EXISTING EL TECHNIQUES

adaptability to evolving fraud tactics. Techniqu | Description | Advantage | Challenges
e s
TABLE 1: SUMMARY OF PRESENT ML TECHNIQUES XGBoost | A high- | Handles Computationall
Techniqu | Descriptio | Advantages | Challenges performanc | large y  mtensive,
e n e boosting | datasets requires  clean
algorithm well, data for optimal
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using prevents performance.
decision overfitting.
trees.

AdaBoost | A boosting | Simple to | Sensitive to
technique implement | noisy data,
that , performs | prone to
sequentially | well with | overfitting.
focuses on | weak
misclassifie | models.

d samples.

Gradient | Builds an | Highly

Boosting | ensemble by | accurate, Computationall
sequentially | flexible for | y  expensive,
correcting different can be slow
errors of | types  of | with large
previous data. datasets.
models.

Ensemble methods, as seen in Table 2, are highly
effective at improving fraud detection performance by
reducing biases and variances typically seen in individual
models. They also come with computational costs. [14]

2.3 DEEP LEARNING (DL)

In recent years, deep learning (DL) models such as
convolutional neural networks (CNN) and long short-term
memory (LSTM) networks have gained traction for their
ability to learn complex patterns from raw data, making them
highly effective for fraud detection. These models
automatically extract hierarchical features from the data,
making them particularly useful in detecting subtle and
intricate fraud patterns. However, deep learning models are
computationally demanding and require large datasets for

effective training.[15]

TABLE 3: OVERVIEW OF EXISTING DL TECHNIQUES

image data but
now adapted
for sequential
data.

Table 3 outlines some of the deep learning methods used
in fraud detection. These models offer significant advantages
in terms of feature learning and fraud detection accuracy but
require substantial computational power and large amounts of
data, making them less accessible in resource-constrained
environments.[16]

large
datasets.

3 METHODOLOGY

This study is designed to evaluate machine learning
(ML) techniques for detecting fraudulent transactions in
credit card systems. The methodology is carefully structured
to address the complex challenges inherent in fraud detection,
such as imbalanced datasets, evolving fraud tactics, and the
need for real-time adaptability. The approach integrates data
preprocessing, feature selection, model training, and
evaluation to optimize performance and achieve robust,
practical fraud detection models.

3.1 DATA COLLECTION AND PREPROCESSING

The data for this study consists of three distinct datasets
that provide a comprehensive representation of credit card
transaction scenarios. The datasets vary in their balance
between fraudulent and non-fraudulent transactions, offering
insight into the challenges faced in different real-world
contexts. Specifically:

Datasetl: consists of 550,000 credit card transactions
from European holders, balanced between fraudulent and
non-fraudulent cases.

Dataset 2: contains 689 customer IDs and their
Technique | Description Advantage | Challenges associated transaction records, also balanced in nature.
Artificial A type of deep Ean model | High Dataset 3: consists of 14,446 transactions from the
Neural learning highly computatio Western United States, where the dataset is highly
Networks model that | complex nal cost, imbalanced, with fraudulent transactions constituting a very
(ANN) learns patterns | patterns large small proportion.
through . anld ionshi amounts  of The preprocessing steps applied to these datasets are
gickprop agati ]raes ationshi S:(;?lire d for crucial for ensuring that the models are trained on high-
' ' training, qualiFy, 'standardized data. Thege steps include thg imputation
Multilayer | A neural | Suitable Difficulty of IS values, n(')rmtdhzatlon of featgres using Z.-sc.ore
Perceptron | network with | for in and Min-Max norm?lllzatlon, and the app'llcatlo.n of Prmmpal
(MLP)= multiple detecting interpretati Corpppnent Analysis .(PCA) to re('iuce dimensionality while
layers of | complex on, prone to retaining as much variance as possible.
neurons  for | fraud overfitting The normalization process ensures that all features
feature patterns. without contribute equally to the model ' s learning process,
extraction. regularizati particularly in scenarios where features like transaction
- on. amounts and time can vary greatly in scale. PCA is applied to
Convolutio | A type ofdeep | Excellent | Requires improve computational efficiency and remove redundancies,
nal Neural | learning at . mgmﬁcan't which is vital when dealing with high-dimensional data.
Networks mgdpl, detecting computatio Moreover, the Synthetic Minority Over-sampling Technique
(CNN) ?igsgijglllael(liy for (f:s;?li]:; i Ir]:;ources (SMOTE) is utilized to address the issue of class imbalance,
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ensuring that the model has sufficient representation of
fraudulent transactions during training.

3.2 FEATURE SELECTION

Feature selection is a critical step in building an
effective fraud detection model. By eliminating irrelevant or
redundant features, we can reduce the risk of overfitting and
improve model performance. In this study, recursive feature
elimination (RFE) is employed to systematically remove the
least significant features based on the model's performance.
RFE selects the most important features, thus optimizing the
data used to train the models.

3.3 MODEL TRAINING

Several machine learning models are trained on the
processed data to evaluate their performance in detecting
fraudulent transactions. These models were selected based on
their effectiveness in classification tasks and their
adaptability to imbalanced datasets. The following models
were trained:

Support Vector Machine (SVM): SVM is a widely-used
classifier known for its ability to work well with high-
dimensional data and its effectiveness in handling binary
classification tasks.

Decision Tree (DT): A simple yet interpretable model
that splits the data based on feature values to create decision
rules.

Random Forest (RF): An ensemble method that
aggregates multiple decision trees, improving robustness and
reducing overfitting.

XGBoost: A gradient boosting algorithm that is highly
efficient and performs well in complex datasets.

AdaBoost: A boosting method that combines weak
classifiers to improve the model's performance on
challenging examples.

Multilayer Perceptron (MLP): A neural network that
can model complex, non-linear relationships in data, making
it suitable for detecting intricate fraud patterns.

Artificial Neural Networks (ANN): A deep learning
model capable of learning complex relationships, highly
adaptable to different types of data.

Each model is trained on the processed data using an
80/20 split for training and testing. The training process is
optimized by performing grid search to find the best
hyperparameters for each model, ensuring that the model is
as effective as possible.

3.4 MODEL EVALUATION

Various metrics were used to evaluate model
performance to ensure that the model could effectively detect
fraudulent activities. The following metrics are used:

Accuracy: The proportion of correct predictions made
by the model.

Precision: The proportion of correctly predicted
fraudulent transactions out of all predicted fraudulent
transactions:

. . TP
Precision=———
TP+FP

Where TP is the number of true positives (fraud
correctly predicted) and FP is the number of false positives
(legitimate transactions incorrectly classified as fraud).

Recall: The proportion of actual fraudulent transactions
correctly identified by the model:

TP

Recall = ——
T TP Y FN
Where FN is the number of false negatives (fraud
missed by the model).

F1-Score: The harmonic mean of precision and recall,
offering a balance between the two:

PrecisionxRecall
F1— Score=2 X ———

Precision+Recall

AUC-ROC: The Area Under the Receiver Operating
Characteristic curve, which measures the model’s ability to
distinguish  between fraudulent and non-fraudulent
transactions.

The inclusion of these evaluation metrics ensures that
the models are not only accurate but also robust in handling
the inherent class imbalance in fraud detection tasks. High
precision and recall are particularly crucial in fraud detection,
where missing fraudulent transactions can have significant
financial consequences.

3.5 CLASS IMBALANCE AND COST-SENSITIVE
LEARNING

Fraud detection typically involves an imbalanced
dataset, where fraudulent transactions are much fewer than
legitimate ones. To mitigate the effects of this imbalance,
cost-sensitive learning is applied. In this approach, the model
assigns a higher cost to misclassifying fraudulent transactions
to ensure that the model focuses on detecting fraud even when
it is rare. The cost-sensitive loss function is represented as:

Lcost:Z?zl Ai - L Yi)

Where:

Ajrepresents the cost of misclassifying each transaction
(with higher penalties for fraudulent transactions),
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L(¥,,y;) is the loss for each transaction,
n is the total number of transactions.

This formula allows the model to prioritize minimizing
the number of false negatives, ensuring that fraudulent
transactions are detected as accurately as possible.

4 RESULTS AND DISCUSSION

This chapter presents and discusses the results obtained
from applying the various machine learning (ML) models to
the fraud detection task, as outlined in the methodology. The
primary goal of this study is to evaluate and compare the
effectiveness of different machine learning techniques —
ranging from traditional algorithms like Decision Trees (DT)
and Support Vector Machines (SVM) to more advanced
ensemble methods such as Random Forest (RF), XGBoost,
and neural networks (e.g., MLP and ANN)—in the context of
detecting fraudulent transactions in credit card data. The
results are analyzed through key performance metrics,
including accuracy, precision, recall, F1-score, and AUC-
ROC.[17]

4.1 MODEL PERFORMANCE EVALUATION

The models were evaluated on three datasets, each
reflecting different scenarios of fraud detection: balanced
datasets, such as Dataset 1 and Dataset 2, and an imbalanced
dataset, Dataset 3, where fraudulent transactions make up a
very small percentage of the total dataset. This setup aims to
assess model robustness under varying conditions,
particularly focusing on how well they perform in the
imbalanced class setting, which is often encountered in real-
world fraud detection systems.[18]

Results Overview:

In line with the evaluation metrics discussed in the
methodology, the performance of each model is summarized
in Table 4. The results highlight key strengths and
weaknesses of each approach, with particular attention given
to how well the models balance the trade-off between
detecting fraud (recall) and minimizing false positives
(precision).[19]

[ANN  [0.96 | 0.93 1090 091 [097 |

4.2 ANALYSIS OF RESULTS
Accuracy:

Among the models tested, XGBoost and ANN
demonstrated the highest accuracy scores (0.97 and 0.96,
respectively). These models excelled particularly in the
balanced datasets, where they showed an impressive ability
to correctly classify both fraudulent and non-fraudulent
transactions. While Random Forest also performed admirably
with an accuracy of 0.96, it was slightly outperformed by the
other two models. This indicates that more complex models
like XGBoost and ANN are particularly well-suited for
handling the intricate patterns that are often present in
transaction data.[20]

Precision:

The XGBoost model led in terms of precision, with a
score of 0.94, suggesting that it was effective in correctly
identifying fraudulent transactions and minimizing false
positives. Random Forest followed closely with 0.92
precision, performing similarly to the top models. However,
simpler models like Decision Tree and AdaBoost had
relatively lower precision, which suggests that while these
models are effective at detecting fraudulent transactions, they
tend to misclassify legitimate transactions as fraudulent more
frequently.[21]

Recall:

When evaluating recall, which is critical in fraud
detection as missing a fraudulent transaction can be
financially devastating, XGBoost and ANN achieved the
highest recall rates of 0.91 and 0.90, respectively. This
highlights their ability to identify a larger proportion of the
fraudulent transactions. Random Forest and SVM also
performed well, with recall values of 0.89 and 0.85,
respectively. Lower recall in simpler models like Decision
Tree (0.83) and AdaBoost (0.84) suggests they may be less
effective in identifying fraud cases, potentially leaving
significant risks undetected.[22]

F1-Score:

The Fl-score, which balances precision and recall,

TABLE 4
_ further confirms the robustness of XGBoost (0.92) and ANN
Model Accurac | Precisio | Recal | FI- | AUC (0.91). [33]These models achieve a balance between
y n ! Scor | - minimizing false positives and maximizing true positives,
© ROC thus providing the most reliable overall performance.
SVM, 0.94 0.90 0.85 0.87 |0.93 However, Random Forest and MLP also performed well in
]1?e01s10n 0.91 0.88 0.83 0.85 | 091 this regard, with Fl-scores of 0.90 and 0.89, respectively.
Rreed 096 092 089 090 1095 Simpler models like Decision Tree and AdaBoost had
Fce)l;les(t)m : ’ : ) ) relatively lower Fl-scores, indicating a greater imbalance
bet isi d 11.[23
XGBoost | 0.97 0.94 0.91 | 0.92 | 0.96 etween precision and recall.[23]
AdaBoos | 0.92 0.89 0.84 | 0.86 | 0.92 AUC-ROC:
t . .
ANN achieved the highest AUC-ROC score (0.97),
MLP 0.95 0.91 0.87 0.89 054 followed closely by XGBoost (0.96). The AUC-ROC score is
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particularly important in fraud detection, as it reflects the
model's ability to distinguish between fraudulent and non-
fraudulent transactions. The high AUC scores for ANN and
XGBoost suggest these models have the best overall
discriminative ability, which is vital for minimizing false
positives and false negatives.[24]

4.3 MODEL STRENGTHS AND LIMITATIONS

While XGBoost and ANN showed the best overall
performance, it is important to note that ANN, despite its high
performance, may require more computational resources and
tuning compared to other models. This could be a limiting
factor in practical, real-time fraud detection systems where
efficiency is crucial. On the other hand, XGBoost offers a
good balance between accuracy, precision, and recall, with
relatively lower computational overhead compared to deep
learning models, making it a more viable option for real-time
fraud detection.[25]

Random Forest showed strong performance across all
metrics, especially considering its robustness to overfitting
and its ability to handle both balanced and imbalanced
datasets. However, its slightly lower precision and recall
compared to XGBoost and ANN suggest that more
sophisticated models may be needed for more accurate fraud
detection.[26]

Decision Tree and AdaBoost, while useful for
comparison, demonstrated weaker performance in handling
the complexity and imbalance inherent in fraud detection
tasks. These models may be useful in scenarios with less
complexity or where interpretability is of utmost importance,
but they fall short in the face of imbalanced data and subtle
fraud patterns.[27]

4.4 DISCUSSION AND FUTURE DIRECTIONS

The models evaluated in this study provide valuable
insights into the trade-offs between accuracy, precision, recall,
and computational efficiency. XGBoost and ANN emerged
as the top contenders for fraud detection in credit card
transactions, offering a robust approach to both accurately
identifying fraud and minimizing false positives. However,
further research is needed to improve the efficiency of deep
learning models like ANN, particularly in terms of training
time and scalability for real-time applications.

Additionally, exploring hybrid models that combine the
strengths of different algorithms (e.g., combining decision
trees with neural networks or ensemble methods with deep
learning) could offer further improvements in fraud detection
accuracy. Such hybrid models could take advantage of the
interpretability of decision trees and the predictive power of
deep learning models, potentially offering a balanced solution
for complex fraud detection tasks.

Moreover, expanding the scope of datasets to include
more diverse fraud scenarios and considering multi-class
classification (e.g., detecting different types of fraud) could

further refine the models and enhance their practical utility.
Incorporating real-time streaming data into future research
would also provide deeper insights into the adaptability of
these models to evolving fraud patterns.

5 CONCLUSION

This study investigates the application of various
machine learning models to detect fraudulent credit card
transactions, highlighting their effectiveness across different
datasets with varying levels of imbalance. XGBoost and
ANN emerged as the top performers, demonstrating the
ability to balance high accuracy with robust detection of fraud.
These models showed strong performance in terms of
precision, recall, Fl-score, and AUC-ROC, making them
suitable candidates for real-time fraud detection applications.
However, the computational cost and complexity of deep
learning models like ANN may limit their use in resource-
constrained environments.

The findings also reveal that while Random Forest
performed well across all metrics, it was slightly
outperformed by XGBoost and ANN. Models like Decision
Trees and AdaBoost, though useful for comparison, struggled
in handling imbalanced datasets and showed lower precision
and recall. These results suggest that while simpler models
may have value in certain contexts, more advanced models
are necessary to effectively address the challenges posed by
imbalanced fraud detection tasks.

Looking ahead, further research could explore hybrid
models combining the strengths of different techniques, such
as integrating decision trees with deep learning or ensemble
methods. Additionally, incorporating real-time data streams
and adapting models to dynamically changing fraud patterns
remain areas for improvement. Continued advancements in
model efficiency, adaptability, and scalability will be
essential for the development of fraud detection systems that
are both accurate and computationally feasible for large-scale
financial applications.
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