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Abstract: At present, face recognition theory and technology have achieved great success, and are widely used in key fields
such as government, finance and military. Similar to other information systems, face recognition systems are also faced with
various security problems, of which face spoofing (FS) is one of the most important security problems. The so-called face
fraud refers to the attacker using printed photos, video playback and 3D masks and other attack methods to trick the face
recognition system to make wrong judgments, so it is a key problem that the face recognition system must solve.This paper
explores the application of machine learning face recognition technology in preventing financial fraud, aiming to provide
effective fraud prevention solutions for the financial industry. It discusses the principles, methods, and practical cases of
applying face recognition technology in various financial scenarios, such as transaction monitoring, identity verification, and
payment security. The paper also delves into the challenges posed by face fraud forgery, highlighting the importance of
adopting effective deep forgery detection technology. Additionally, it provides insights into machine learning face recognition
models, their quantization methods, and the balance between recognition speed and precision. Finally, the paper emphasizes
the significance of anti-deception technology in designing secure and reliable face recognition systems, focusing on sensor
selection and algorithm optimization to enhance the system's resistance to deception attacks.
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1 Introduction

In recent years, the means and techniques of financial
fraud have been renovated day by day, bringing serious
security risks and economic losses to the financial system.
Traditional fraud detection methods often face the problems
of low detection accuracy and high false positive rate, and it
is difficult to meet the needs of increasingly complex fraud
forms and the rapid development of financial transactions.
The emergence of machine learning face recognition
technology has brought new hope for financial fraud
prevention. [1] By utilizing machine learning algorithms and
big data analysis, face recognition technology can accurately
and quickly identify possible abnormal behavior in financial
transactions, thereby helping financial institutions to detect
and prevent potential fraud in a timely manner.

This paper will deeply discuss the application
principles, methods and practical cases of machine learning
face recognition technology in financial fraud prevention.
We will analyze the specific applications of this technology
in financial transaction monitoring, identity verification [2],

payment security, etc., and explore its advantages and
challenges in improving fraud detection accuracy and
reducing risk costs. Through the research and practice of
machine learning face recognition technology, we hope to
provide an effective fraud prevention program for the
financial industry and promote the safe, reliable and
innovative development of financial services.

2 Related Word

2.1 Facial recognition technology

As a biometric technology, face recognition
technology can automatically identify individual identities,
reduce manual participation in the process, and meet the
actual needs of customer identification such as the real name
system of financial services accounts. At present, face
recognition technology has been integrated into financial
services, widely used in outlets, mobile banking, unit
security and other fields, through face verification, face
recognition, customer identification. [3] On the one hand, it
replaces manual processing process, simplifies procedures
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and improves efficiency; On the other hand, as an effective
way of remote and contactless business identification, it has
been widely used in smart finance, mobile finance and other
scenarios.

1. Face verification to verify personal identity. Face
verification is one of the applications of face recognition. Its
principle is to compare the generated sample feature
sequence with the template feature sequence of the stored
user given by the user identification information [4](1:1
comparison) to confirm whether the user is the declared
identity. Financial institutions confirm the real identity of
business handlers through face verification, and meet
regulatory requirements such as real names and real people
for business handling.

(1) Counter service. According to the regulatory
requirements such as the real-name account system, some
bank branch counter services (such as opening personal
RMB [5] settlement accounts) need to be checked online to
check personal information such as name, ID number and
photo. Some banking institutions have applied face
recognition technology for automatic verification, reducing
manual verification deviation and improving verification
efficiency. [6] In addition, large cash withdrawal, account
password unlocking and other businesses that need identity
verification can also be applied to face recognition
technology for face verification to confirm that it is handled
by me.

(2) Intelligent service. Intelligent service equipment
such as bank automated teller machines have widely applied
face recognition technology to automatically identify
customers. [7] Take face swipe deposit and withdrawal
business as an example, after the customer enters the
identity information, the self-service device immediately
collects the customer's face information, and after the
verification is successful, the corresponding bank card can
be selected for deposit and withdrawal operation.

(3) Mobile financial services. Mobile financial clients
such as mobile banking have widely used face recognition
technology, mainly for the identification of remote operators
to ensure that the relevant business operations are actual
operations. [8] Such as large transfers, credit applications,
equipment binding and other important businesses, in the
business process are required to remotely collect and
identify the operator's face information to verify the actual
identity of the operator, and effectively protect the security
of customers' account funds.

(4) System user authentication. Banking institutions in
order to ensure the security management of important
business systems, on the basis of traditional user names and
passwords, increased the operator face recognition
verification link to ensure that the actual operator is an
effective system user, such as personal credit inquiry, credit
management system, etc., to protect the security of all kinds
of sensitive data of customers.

2. Face recognition, identification of personal identity.
Face recognition, as another application scenario of face
recognition, refers to the comparison of the generated
sample feature sequence with all the stored template feature
sequences within the specified range [9] (1: N comparison)
to determine the user identity. Financial institutions mainly
collect and identify face information to determine the
identity information corresponding to face information to
provide a basis for business management.

(1) Face payment. Directly use the face as the payment
medium, collect, process and transmit the face data through
special equipment, identify the identity of the customer, and
then use its designated account to complete the payment.
Such as "UnionPay brush face pay", the user through the
"cloud flash pay" or mobile banking face verification, set the
face payment password, open the face pay function, you can
use the face pay in the offline store for payment. In addition,
[10] Alipay "Dragonfly" and wechat Pay "frog" are also face
payment products.

(2) Wisdom scene. Banking institutions actively
expand the application scenarios of face recognition
technology through the output of financial technology. For
example, Agricultural Bank of China Yangzhou Branch
combined with the campus security construction scene, the
application of the "home school access" platform to provide
smart campus services for schools, and realize the
application of students' school gate gate gate temperature
detection, face brushing electronic class cards outside the
classroom and parental communication.

(3) Security management. Banking institutions have
used face recognition technology in security facilities such
as internal gate and ladder control, mainly for the
identification of unit employees, strengthen internal staff
management, and effectively control workplace security
risks. [11] For example, some banking institutions have
installed face recognition rolling mills in the office space to
brush the face to measure temperature and enter the door to
achieve daily management of employee attendance.

2.2 Face fraud forgery

The rapid development of deep forgery technology has
brought new challenges to face fraud. Scammers can use
machine learning to generate fake personas or use
manipulated photos and videos to impersonate existing
people to commit fraud. The following is the main content
of face fraud forgery:

2.2.1 Principle of fraud

At the heart of how fraud occurs is the use of deep
forgery techniques by fraudsters to generate fake personas,
including photos and videos. These techniques can create
highly realistic images and videos of faces, making fake
identities appear almost indistinguishable from real ones. As
technology continues to advance, these fake images and
videos are becoming increasingly difficult to identify. [12-
13] Fraudsters use these false identities to fake their real
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identities to make fake video calls or image transmissions.
They may pose as bank employees, friends, or other trusted
figures to trick victims into making money transfers or
revealing sensitive personal information. This kind of fraud
exploits people's trust in facial recognition and video calls,
making it even more confusing and deceptive. In this case,
the victim is often unable to identify the false identity and
thus vulnerable to fraud. Therefore, it is particularly
important to strengthen the supervision and response
measures on deep forgery technology, as well as improve
the public's security awareness and prevention ability.

2.2.2 Fraud realization method

The main way the fraud is achieved is through deep
forgery technology to create fake facial images and videos.
This technique has a high degree of fidelity, allowing
scammers to create identities that appear real. First, they can
use deep faking technology to easily generate realistic facial
images and videos that require no professional skills to
operate easily. Second, scammers can use [14] pre-recorded
videos or processed deep fake videos to show the victim
through the phone's camera. The videos may have been pre-
recorded or manipulated in real time to simulate a real video
call, thereby convincing the victim that a real video call was
taking place. In addition, scammers can also obtain real
images and videos of others by intercepting data transmitted
over the Internet or attacking servers. Once they have real
images and videos, they can use deep forgery techniques to
modify and forge them to create fake identities that look
real. [15] This approach allows scammers to bypass
traditional authentication methods, passing them off as the
real thing and making it easier to commit fraud. Therefore,
strengthening the supervision and preventive measures on
deep forgery technology and increasing the security
awareness of the public are crucial to preventing this type of
fraud.

Therefore, in order to meet the challenges brought by
face fraud forgery, an effective deep forgery detection
technology must be adopted. These techniques identify deep
fakes by analyzing artifacts in images and videos, thereby
detecting the difference between real and fake. [16-18]Deep
forgery detection techniques usually involve a variety of
methods, including image quality analysis, facial feature
detection, video stream detection, etc. Among them, image
quality analysis can be used to detect abnormal pixels or
traces in the image, so as to find the authenticity of the
image; Facial feature detection focuses on the recognition of
facial features in images to identify false faces. [19] Video
stream detection focuses on the continuity and naturalness
of video to detect abnormal phenomena in video. In
addition, pattern recognition and classification algorithms
based on machine learning are also widely used in deep
forgery detection to improve the accuracy and efficiency of
detection by training and learning a large amount of data.
The application of these technologies will play an important
role in the security of the financial sector, helping to protect
the safety of customers' funds and personal privacy, and

improving the overall security and stability of the financial
system.

2.3 Machine learning face recognition model

At present, the most advanced face recognition model
mainly determines the identity of a face image by the
similarity of feature vectors [20]. The neural network for
extracting feature vectors is called feature extraction
network, which can convert a 3-channel true color face
image into a feature vector. After extracting the feature
vector of the image to be recognized through this feature,
matching it with the feature vector in the face image library
can determine the identity of the face image. Generally, L2
distance or cosine similarity is used to match the feature
vector, and finally the identity of the image in the image
library that is closest to the feature of the image to be
recognized is taken as the output identity. The process of
recognizing a face image by a face recognition model can be
formalized as:

‘ (1)

Where, X is the face image to be recognized, x; Is the
face image in the gallery, and F(x) is the feature vector
obtained after feature extraction of x by the face recognition
model. *,* is the distance between two eigenvectors. The
final identification is the one closest to the x feature in the
gallery.

The traditional face recognition model quantization
mapping method is to convert 32bit floating point numbers
into 8bit integers, and the conversion process is divided into
three ways:

1) Unsaturated mode: [21] Map the maximum value of
positive and negative absolute values of floating point
numbers in the model to the maximum and minimum value
of integers.

2) Saturation method: First calculate the threshold of
floating-point numbers in the model, and then map the
positive and negative thresholds of floating-point numbers
to the maximum and minimum values of integers.

3) Affine mode: Maps the maximum and minimum
values of floating point numbers in the model to the
maximum and minimum values of integers.
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Figure 1 Red represents the unsaturated mode, yellow
represents the saturated mode, and green represents the
affine mode

When the traditional quantization method is used to
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quantify the face recognition model, no matter what kind of
mapping method, it will be affected by the outlier points and
the uneven distribution of float parameters, resulting in
increased recognition accuracy loss after quantization. As
shown in Figure 2, the outlier points on the left make the
quantization range larger, and the numerical points on the
right after quantization become too dense, increasing the
quantization loss.

“X max : X max
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Figure 2 Quantified loss loss chart

In light of enhancing the swiftness and precision of
FacelD facial recognition technology on mobile devices,
quantization emerges as a pivotal strategy. Simply put,
quantization involves substituting the original floating-point
data with lower-bit data, effectively compressing the model.
The central challenge lies in reducing the bit width of model
data while upholding face recognition accuracy. Achieving a
balance between recognition speed and precision entails
considering numerous factors throughout the face
recognition process.

In conclusion, the development of machine learning
face recognition models has revolutionized the field of
identity verification and fraud prevention. [23] These
models rely on feature extraction networks to convert face
images into feature vectors, which are then matched with
vectors in a reference library to determine identity.
Traditional quantization methods, aimed at compressing
these models for efficient mobile deployment, face
challenges. The conversion of 32-bit floating-point numbers
to 8-bit integers through methods like unsaturated,
saturation, or affine modes can lead to increased recognition
accuracy loss due to outlier points and uneven parameter
distribution.

To address these challenges, innovative quantization
techniques are essential. By optimizing the bit width of
model data while preserving accuracy, mobile facial
recognition technologies like FacelD can achieve a balance
between speed and precision. [24-25] This optimization is
crucial for ensuring seamless and reliable user experiences
in various applications, from financial transactions to
security management.

Therefore, in building a secure and reliable face
recognition system, anti-fraud technology is crucial. First,
the choice of sensors is crucial to resist spoofing attacks by
detecting features in the signal in real time. Secondly,
algorithm optimization is also the key, such as mirror

feature projection, depth feature fusion and other methods
can improve the recognition accuracy and anti-attack ability
of the system. Comprehensive consideration of the choice of
sensors and algorithms can effectively improve the security
and reliability of face recognition systems in real scenarios.

3 Methodology

3.1 Model overview

Due to the rapid development of computer science and
electronic technology, face recognition is now becoming the
second largest biometric authentication method in the world
after fingerprints in terms of market share. More and more
manufacturers are incorporating face recognition into their
products, such as Apple's face recognition technology on
mobile phones, and banks are using [26]eKY C solutions for
the onboarding process.

The main purpose of face recognition research is to
improve the performance of verification and recognition
tasks, in the past, the research on the security vulnerabilities
of face recognition systems is relatively small, until recent
years, people began to pay attention to different types of
face recognition attack techniques, including recognizing
whether a face feature is from a living person or a photo.

Two attack methods used on face recognition systems:

6 " ppBB

4

Classification Output

4 4 4 4

Figure 3 Face recognition system attack

As shown in Figure 3, there are seven modules and
points that can be targeted as attacks, and they fall into two
types: demonstrative attacks and indirect attacks.

Demonstration attack

The demonstration attack is carried out at the sensor
level (1) without access to the system interior.

Demonstration attacks are related to pure biometric
vulnerabilities, in which an intruder fraudulently accesses a
biometric system using some kind of artifact, for example, a
photo, mask, synthetic fingerprint or printed iris image, as
well as attempts to mimic the behavior of a real user (e.g.
gait, signature).

Since "biometrics are not secret,” attackers are aware
of the reality that a large amount of biometric data is
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exposed, showing a person's face, eyes, voice, and behavior,
so they can use this information resource to try to fool a face
recognition system using the following example.

Attackers use photos of users to be impersonated.
1.They use user videos to imitate.

Hackers can build and use 3D [27] models of the
attacked face, for example, ultra-realistic masks

We use anti-spoofing technology to prevent these
attacks.

Indirect attack; Indirect attacks are performed on
media such as databases, matching communication
channels, etc. (2-7), in this type of attack, the attacker needs
to access the inside of the system; Indirect attacks can be
prevented through related techniques related to "classical"
cybersecurity (rather than biometrics), so we won't discuss
them in this article.

2.Mode of attack

Most of the latest facial biometrics systems are
vulnerable if demonstrative attack detection is not
implemented.

Usually, facial recognition systems can be fooled by
presenting a photo, video or 3D mask of the target person to
the camera, or by using makeup or plastic surgery, etc.,
however, due to the high exposure and low cost of high-
resolution digital cameras, the use of photos and videos is
the most common type of attack.

Photo attack: A photo of the attacked identity is
displayed on the sensor of the facial recognition system.

Video attack: An attacker can play a legitimate user's
video in any device that copies the video and then present it
to a sensor/camera.

3D Mask attack: In this type of attack, the attacker
builds a 3D reconstruction of the face and presents it to the
sensor/camera.;Other attacks: Makeup, surgery

3.2 Fraud detection practice

genuine

- Makeup
: Z - Surgery
| % _
~ Ll B
3D mask Photo Video ers

X

Figure 4 Anti-fraud architecture of face recognition
system

The security of a face recognition system lies in its

ability to resist spoofing attacks. In order to design a secure
and reliable face recognition system in real scenes, anti-
deception technology has become the first task. These
techniques include a variety of aspects, from sensor
selection to algorithm optimization.

First, the choice of sensor is crucial. We can use
sensors to detect features in the signal in real time, such as
signs of life through specialized hardware such as 3D
cameras, or challenge response methods that require users to
interact with the system in a specific way to detect
demonstration attacks. In addition, recognizing facial
expressions and head movements is also a common anti-
deception method.

Secondly, the optimization of the algorithm is also
crucial. The ability of face recognition system against
deception attack can be improved by the techniques of
mirror feature projection, deep feature fusion, image quality
evaluation and deep learning. For example, specular feature
projection can train SVM models by learning projections of
real and fake data to detect simulated attacks. Deep feature
fusion uses deep convolutional neural network to construct
network structure, so as to effectively recognize face anti-
deception data. The image quality evaluation evaluates the
image quality by comparing the original image with the
processed image. The deep learning method combines a pre-
trained convolutional [29-30] neural network model and a
local binary pattern descriptor to further improve the
robustness of the system.

In summary, by choosing the right sensor and
optimization algorithm, the face recognition system can
improve its ability to resist deception attacks, so as to ensure
the security and reliability in real scenarios.

4 Conclusion

With the popularity of FacelD face recognition
technology in mobile phones, 10T and other devices, limited
by energy consumption and device size, the computing
performance and storage capacity of the hardware on the
end is relatively weak, which brings new challenges to the
face recognition on the end - the need for a smaller, faster
and stronger model. In order to achieve faster and more
accurate operation of FacelD face recognition technology on
mobile terminals, quantification has become an important
means. In simple terms, quantization is the process of
replacing the original floating point data with lower bit data,
which has reached the process of shrinking the model. The
core challenge is how to reduce the bit width of the model
data while ensuring the accuracy of face recognition. In
order to solve the balance problem of face recognition speed
and accuracy, it is necessary to consider many factors in the
entire face recognition process, and then explain the benefits
of face model quantization, the problems faced by the use of
traditional quantization, Baidu FacelD face recognition
model quantization technology/quantization benefits, and
the support for different chips.
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In conclusion, the integration of machine learning face
recognition technology holds immense potential in
bolstering fraud prevention measures within the financial
sector. By leveraging advanced algorithms and big data
analytics, financial institutions can swiftly detect and
mitigate various forms of fraudulent activities, safeguarding
both customer assets and personal information. Moreover,
the advent of deep forgery detection techniques represents a
critical step forward in addressing the evolving challenges
posed by face fraud forgery. As these technologies continue
to mature, they will play a pivotal role in enhancing the
overall security and stability of financial systems, fostering
trust and innovation in the digital era.
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