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Abstract: Credit cards play an important role in our daily life, and the emergence of Internet finance makes credit card
payment face more fraud risks. Therefore, it is of great significance to build an efficient credit card fraud detection model and
continuously improve the fraud detection accuracy for improving the market system, promoting the healthy development of
economy, maintaining the stability of national economy and ensuring financial security.This paper proposes a BERT model for
credit card fraud detection to address the challenges posed by imbalanced and high-dimensional datasets. Leveraging BERT's

pre-training to capture semantic similarity, the model enhances fraud detection accuracy. Through extensive data
preprocessing and model training, the proposed approach achieves a remarkable 99.95% accuracy in detecting fraudulent
transactions. The study underscores the importance of leveraging advanced deep learning techniques like BERT to combat

evolving fraud tactics in the internet finance industry.
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1 Introduction

With the rapid development of Internet finance, the
credit card issuance of domestic banks is also increasing at a
very fast rate every year, which greatly facilitates the
transaction between users and merchants, making it fast and
convenient. [1,2] In this context, it also brings serious
problems such as credit card fraud, fraud will cause great
losses to banks and users, so accurate detection of credit
card fraud is an important link to protect the healthy
development of the Internet finance industry. In the current
field of credit card fraud detection, there are far more non-
fraudulent transactions than fraudulent transactions in the
data set, which has the problem of extreme imbalance and
high dimension, resulting in low classification accuracy and
poor prediction performance of the existing model.
Meanwhile, the fraudulent means of criminals will change
over time, and the characteristics of credit card fraud will
also change. In order to solve the above problems, this paper
proposes the BERT model to detect credit card fraud and
reduce the loss of credit card fraud of financial institutions.
This model has shown its applications in various domains
such as robotic control areas [3]. The specific research in
this paper includes:

Aiming at the problem of extreme imbalance and high
dimensionality in credit card data set, the data were
preprocessed by correlation analysis, balancing data set by

combining undersampling and oversampling, and various
transformations. In the BERT model, the pre-training of
BERT layer is used to represent the data as dense vectors,
which capture the semantic similarity of the data, so that the
BERT model can better understand the meaning of the
input, provide more accurate detection of fraud and non-
fraud classification problems, and solve the problem of
unbalanced data sets and high dimensions [4-6].

Aiming at the problem of credit card fraud detection,
this paper reviews and learns the existing credit card fraud
detection models and methods at home and abroad, proposes
to conduct credit card fraud detection based on [7] BERT
model, and conducts model prediction experiments aiming
at the problem that credit card fraud data will change over
time, so as to analyze the practical problems of credit card
fraud detection and improve ideas.

2 Related Work

2.1 Credit card fraud detection

In the last decade, many studies have explored the
effectiveness of several active learning strategies in the
context of real credit card fraud detection using streaming
data. The goal of the study was to determine which
strategies were most effective at detecting fraudulent
transactions in real time. The study compared four different
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active learning strategies: random sampling, uncertain
sampling, committee voting [8,9] (OBC), and marginal
sampling. The results show that both uncertain sampling and
marginal sampling are superior to committee voting and
random sampling and query in terms of efficiency and
effectiveness. YvanLucas proposed automatic feature
engineering of credit card fraud detection using multi-view
Hidden Markov model (HMM). [10] By analyzing multiple
perspectives or factors and using HMM to automate the
feature engineering process to improve the effectiveness of
machine learning algorithms in detecting fraud. Eunji Kimal
proposed a Champion challenger framework. This approach
combines integrated methods (bagging and boosting) with
deep learning (convolutional neural networks and recurrent
neural networks) [11,12]. The final results show that
combining different methods can achieve better
performance in complex tasks such as fraud detection. Van
Vlasselaer uses a model that takes into account a variety of
factors, such as cardholders' spending habits and the
geographical location of transactions, and uses web-based
extensions to further improve accuracy. Andrea
DalPozzoloa designed a framework for real-time credit card
fraud detection, SCAFF, based on the open source
distributed computing system Apache Spark. The
framework is designed to be highly scalable and can process
large numbers of credit card transactions with low latency.
The method used in SCARFF is based on a machine
learning algorithm that detects anomalies in credit card
transaction data and alerts interested parties while
minimizing false positives [13]. The team at EN.Osegil9
compared artificial neural networks (ANN) in simulated
annealing training with hierarchical temporal memory
(HTM). The advantage of ANN's approach is that it can
consider a large number of parameters, thus achieving high
accuracy [14-15]. The downside is that it can be slower than
other algorithms. N Sanaz proposes a cost-sensitive method
for payment card fraud detection based on dynamic random
forests and K-nearest neighbors. They aim to address the
problem of data imbalance in fraud detection by assigning
different misclassification costs to normal and fraudulent
transactions. The dynamic random forest algorithm is used
to select and optimize features, while the K-nearest neighbor
algorithm is used to detect fraud. The proposed method is
evaluated on real data sets and compared with other
traditional and cost-sensitive algorithms, and the results are
satisfactory [16]. AA Taha et al. investigated a smart credit
card fraud detection method based on an optimized Light
Gradient Boosting Machine. Specific research content
includes how to use data preprocessing and feature
engineering methods to design feature sets for training and
testing machine learning models; How to use cross-
validation and other evaluation metrics to evaluate the
performance of classifiers; How to select and optimize
hyperparameters for lightweight gradient enhancement
machine algorithms.

2.2 Credit card fraud risk

The use of credit cards involves a variety of

transactions and cooperation, from individual application to
bank card issuance to merchant and individual transactions,
and even there is fraud risk in the process of credit card
transportation. From this point of view, credit card fraud risk
mainly involves three aspects: merchants, third parties and
cardholders.

The fraud risk of credit card merchants refers to the
behavior of merchants using the loopholes or illegal means
in credit card transactions to obtain illegal benefits from
credit card institutions through false transactions. One of the
more typical cases is the malicious closure of merchants
after obtaining the authorization of credit card institutions,
merchants quickly obtain a large number of transaction lines
in a short period of time, and soon after declaring
bankruptcy or bankruptcy, so as to evade debts, so that the
acquiring institutions bear the relevant refund or error
losses.

Third-party risks mainly come from the risk of data
leakage. If the user data of credit card institutions or third-
party payment platforms is exposed, hackers or criminals
may use these data to commit credit card fraud.

Cardholder risk refers to the risk that cardholders use
false information or other means to profit from fraudulent
credit card transactions. There are mainly fake invitations
and fake card fraud. False application refers to the
cardholder providing false information or tampering with
true information to obtain a credit card, such as forging
identification, salary proof, etc. This behavior will lead to
loopholes in the bank's credit evaluation process, increasing
the risk of overdue credit cards and bad debts. Fraudulent
card fraud means that criminals can obtain other people's
credit card information through various ways, such as
cracking the database of the merchant, peeping at others to
enter the password. This information can then be used to
forge credit cards or make purchases directly in places such
as online shopping. Or some illegal division may use the
device that can read and store the magnetic stripe
information and cardholder information, installed in the
bank POS machine or ATM, by stealing the card
information, and then use the invalid or blank deposit card
to reproduce the magnetic stripe information, in order to
create a forged card, this fraud is also known as side
recording cloning card.

2.3 BERT detection model

BERT is a pre-trained language model based on
Transformer encoder architecture. Unlike traditional
language models, BERT considers not only contextual
information, but also bidirectional information of sentences
[17]. It uses a multi-layer Transformer encoder that enables
it to learn context-sensitive word vector representations in a
bidirectional manner [18]. BERT contains two versions:
Bert-Base and Bert-Large, where Bert-Base contains 12
encoder layers. BERT-large contains 24 encoder layers.
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BERT's input is a sequence of tokens that, after being
embedded in [19-22] WordPiece, are passed to a
bidirectional Transformer encoder in the form of a
positional embed. In this encoder, the token vectors at each
location are passed through a series of operations such as
self-attention, feedforward neural networks, and residual
connections. Among them, the self-attention mechanism
allows the model to focus on words at different locations in
the input sequence, so that it can capture more rich semantic
information at the last encoder layer of BERT, and the
output vector of each token is passed to a fully connected
layer for fine-tuning downstream tasks. The main steps of
BERT used in this paper include three steps: pre-processing,
pre-training and fine-tuning.
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Figure 1.BERT model architecture diagram

Fine-Tuning

BERT's main model architecture is the Transformer
encoder. Transformer was proposed by Ashish equals in
2017 for Google machine translation, including Encoder
(Encoder) and Decoder (Decoder).

The BERT model uses two pre-training objectives to
learn text content features.

Masked Language Model [23] (MLM) can predict
masked words by masking words and learning their
contextual features

Next Sentence Predication [24] (NSP) predicts whether
two sentences are next to each other by learning the
relationship between sentences

In BERT model, text preprocessing is segmented
according to the smallest unit. [25] For example, the pre-
processing of English text uses Google's wordpiece method
to solve the problem of unknown words.

The object covered in MLM is mostly a subword, not a
full word; For Chinese, it is directly segmented according to
the word, and directly covers the single word. This masking
strategy leads to incomplete learning of word information in
the model. In response to this shortcoming, most researchers
have improved the MLM [26-27] masking strategy. In the
BERT-WWM madel subsequently released by Google, the
way of full word coverage is proposed.

BERT uses word segmentation to cover all the words
that make up a complete word at the same time.

ERNIE extends the whole word masking strategy to
cover Chinese word segmentation, phrases and named
entities.

SpanBERT adopted geometric distribution to randomly
sample the masked phrase fragments, and used Span
boundary word vectors to predict the masked words

BERT

=5 =9 =
Transforme;
=n e _ e o =3 o
ERNIE
[ o Jowe § o] E3 e

Transformer

Figure 2. The different masking strategy between BERT
and ERNIE

Aiming at the credit card fraud detection task in this
paper, the model construction is to construct a specific
network, including a fully connected layer, and take the
output vector of the pre-trained model as the input of the
network [28]. Initial network weights are used to initialize
task-specific network weights, which can be randomly
initialized. Training is to use the training set to train the
network, adjust the weight of the network through the
backpropagation algorithm, so that it can better adapt to the
requirements of the task. Validation is to use validation set
to verify the performance of the model on the task, and
evaluate the performance of the model according to the loss
function and accuracy of the validation set. Adjusting
hyperparameters is to adjust hyperparameters, such as
learning rate regularization parameters, according to the
performance of the verification set. Finally, the test set is
used to test the performance of the model on the task, so as
to obtain the final performance evaluation result.

3 Methodology

In our experiments, we adopted from Kaggle data sets
(link: https://www.kaggle.com/mlg-ulb/creditcardfraud).
The data set records real banking transactions by European
cardholders in 2013, including both normal and fraudulent
transactions. For privacy and security reasons, the raw data
has been processed for feature transformation using PCA
(Principal Component Analysis), resulting in a dataset with
29 feature columns and 1 category column (indicating
whether a transaction is fraudulent).

To further improve the accuracy and efficiency of
fraud detection, we will introduce BERT (Bidirectional
Encoder Representations from Transformers) model [29-
31]. BERT is a pre-trained deep learning model with
powerful natural language processing capabilities, but it can
also be applied to other areas of sequential data analysis,
such as the transaction data covered in this article.
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Figure 3. Data set

By introducing [32] BERT model into our experiment,
we expect to be able to use the context information and
sequence features learned by Bert model to further improve
the ability to identify fraudulent transactions. In the
following experimental part, we will introduce our method
and results of credit card fraud detection based on BERT
model in detail.

3.1 Data preprocessing and model

Data columns (total 31 columns):

# Ccolumn Non-MNull Count Dtype

] Time 284807 non-null floatea
1 Vi 284807 non-null floatea
2 V2 284807 non-null floate4
3 V3 284807 non-null Ffloatea
A va 284807 non-null floatea
5 V5 284807 non-null floatea
6 V6 284807 non-null floate4
7 V7 284807 non-null floatea
8 V3 284807 non-null floate4a
=] Vo 284807 non-null floate4
1@ Vi1e 284807 non-null floatea
11 w1l 284807 non-null floatea
12 w12 284807 non-null floate4
13 V13 284807 non-null Floatea
14 w14 284807 non-null floatea
15 V15 284807 non-null floatea
16 V16 284807 non-null floate4a
17 V17 284807 non-null floatea
18 wvis 284807 non-null floate4a
19 V19 284807 non-null floate4
28 V28 284807 non-null floatea
21 w21 284807 non-null floatea
22 w22 284807 non-null floatea
23 V23 284807 non-null floate4
24 V24 284807 non-null floatea
25 V25 284807 non-null floatea
26 V26 284807 non-null floate4a
27 V27 284807 non-null floatea
28 w28 284807 non-null floate4a
29 Amount 284807 non-null floate4
3@ Class 284807 non-null int64

dtypes: floate4(3©), intea(l)
Figure 4. Data preprocessing results

When doing data preprocessing, first we need to
import the data set. You can easily do this using the pandas
module in Python. With the following command, we can
load the data into a DataFrame object named data. Once the
data has been successfully loaded, we need to process and
understand the data. Before analyzing the data, we may
notice an important problem: the unevenness of the data set.
In concrete terms, this means that the vast majority of
normal transactions in the data set and a small percentage of
fraudulent transactions. [33] This imbalance may have an

impact on our subsequent modeling and analysis, as models
may tend to predict major categories better and ignore
smaller ones. Therefore, we need to take appropriate
measures to solve this problem.

Based on the count of each column, we have no null
values. In addition, you can try to apply feature selection
methods to check whether the results are optimized.

| observed 28 features in the data that are transformed
versions of PCA [34], but the field "Amount "is raw. When
checking the minimum and maximum values, | found that
the differences were large and could deviate from our
results.

3.2 Result

It achieves 99.95% accuracy in credit card fraud
detection. While this number may not come as much of a
surprise, it's important to note that our dataset was for one
category. This means that our model focuses primarily on
one type of fraud, and may be less accurate on other aspects.
However, this is still an encouraging achievement and
shows that our model performs very well when dealing with
specific types of fraud.

Another striking result is that, according to our F1-
Score, the BERT model is the winner in our case. The
BERT model is known for its excellent natural language
processing capabilities, and the previous experiment shows
excellent performance on this particular task [35]. However,
it is important to note that the data we used to train the
model used a transformed version of PCA, which may have
had some impact on the model's performance. This shows
the impact of data preprocessing on the performance of the
model, and the processing we chose seems to have a positive
impact on the performance of the BERT model.

4 Conclusion

Credit cards play an important role in our daily life,
and the emergence of Internet finance makes credit card
payment face more fraud risks. Therefore, it is of great
significance to build an efficient credit card fraud detection
model and continuously improve the fraud detection
accuracy for improving the market system, promoting the
healthy development of economy, maintaining the stability
of national economy and ensuring financial security.

For the challenge of low classification accuracy and
poor prediction performance of the existing model due to the
phenomenon of high imbalance and multiple dimensions in
the fraud data, this paper uses BERT model to segment the
input words with special marks, then converts the sequence
after word segmentation into vectors, and adopts WordPiece
embedding to split the words into subunits, the previous
research has also demonstrated this point [36]. These
subunits are then converted into dense vectors using
WordPiece embedding. Each vector is represented as the
addition of its corresponding WordPiece's embedding vector
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and position embedding vector. Feature extraction is carried
out by stacking Transformer encoders, each with multiple
self-attention layers and forward-transfer layers. Through
each self-attention layer is used to capture correlations in the
input sequence, and each position can interact with other
positions in the sequence. The forward transfer layer can
map each position in the sequence to a higher-dimensional
space, and then learn the language representation by
maximizing the language model and the mask language
model to form a pre-trained model. In this way, the BERT
model can better understand the meaning of the input to
solve the problem of unbalanced data sets and high
dimensions [37,38].

In conclusion, the integration of artificial intelligence,
particularly through models like BERT, holds immense
potential for enhancing credit card fraud detection accuracy.
As Al technology evolves, its application in financial
markets is poised to drive efficiency, transparency, and
innovation, paving the way for a more secure and resilient
industry.
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