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Abstract: This study investigates the application of deep learning techniques and automated feature engineering in credit card
fraud detection. The research employs a Convolutional Neural Network (CNN) model integrated with Deep Feature Synthesis
(DFS) to enhance the accuracy and efficiency of fraud detection systems. A comprehensive dataset of credit card transactions
is utilized, comprising 2,453,620 records with 1,432 fraudulent cases. The methodology involves extensive data preprocessing,
including class imbalance handling and feature encoding. The DFS algorithm generates 118 new features from the original 25,
capturing complex relationships within the data. The CNN model's performance is compared against traditional machine
learning algorithms such as Logistic Regression, Random Forest, Support Vector Machine, and XGBoost. Results demonstrate
that the CNN model with DFS-generated features significantly outperforms other approaches, achieving an accuracy of 91%,
precision of 92%, recall of 90%, and an F1-score of 0.91. The study highlights the synergistic effect of combining deep
learning architectures with advanced feature engineering techniques in addressing the challenges of credit card fraud detection.
The findings contribute to developing more robust and adaptable fraud detection systems, potentially reducing financial losses
and enhancing security in electronic transactions. Future research directions include exploring model interpretability, real-time
application, and extension to multi-class fraud detection scenarios.
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sophisticated and dynamic nature. Machine learning and deep
learning techniques have emerged as promising solutions,
offering enhanced capabilities in pattern recognition and
anomaly detection [8]. These advanced methodologies can
adapt to evolving fraud patterns and process large volumes of
transaction data in real time, significantly improving the
accuracy and efficiency of fraud detection systems.

1 INTRODUCTION

1.1 RESEARCH BACKGROUND

Credit card fraud has become a significant concern in
the rapidly evolving landscape of digital financial
transactions. The widespread adoption of electronic payment

systems has led to an unprecedented increase in the volume
of online transactions, creating new opportunities for
fraudulent activities [20]. According to the World Bank, two-
thirds of adults now use digital platforms for financial
transactions, highlighting the magnitude of this issue [1]. The
financial implications of credit card fraud are substantial,
with the Nilson Report indicating losses of $28.58 billion in
2020, equivalent to 6.8 cents per $100 of purchase volume.
This escalating trend necessitates the development of robust
and efficient fraud detection systems to safeguard financial
institutions, consumers, and the integrity of electronic
payment ecosystems.

Traditional fraud detection methods have proven
inadequate in addressing modern fraudulent activities'

The effectiveness of machine learning models in fraud
detection heavily relies on the quality and relevance of input
features. Feature engineering, both manual and automated,
plays a crucial role in extracting meaningful information from
raw transaction data. Recent advancements in automated
feature engineering techniques, such as Deep Feature
Synthesis (DFS), have shown potential in generating complex
and informative features from relational datasets. These
techniques are less labor-intensive and more adaptable to
changing data patterns than manual feature selection methods.

1.2 PROBLEM STATEMENT

Despite the advancements in machine learning and deep
learning techniques for fraud detection, several challenges
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persist. The highly imbalanced nature of credit card
transaction datasets, where fraudulent transactions represent
a tiny fraction of the total volume, poses significant
difficulties in model training and evaluation. This imbalance
often leads to biased models with high false favorable rates,
potentially causing inconvenience to legitimate customers
and operational inefficiencies for financial institutions.

Another critical challenge is the dynamic nature of
fraudulent activities. Fraudsters continually adapt their
strategies to evade detection, making static models obsolete.
This necessitates the development of adaptive systems
capable of continuously learning from new data and evolving
fraud patterns. Additionally, the interpretability of complex
machine learning models, particularly deep learning
architectures, remains a concern. Regulatory requirements
and the need for transparency in decision-making processes
demand explainable Al solutions in fraud detection systems.

Integrating automated feature engineering techniques
with deep learning models for credit card fraud detection has
not been thoroughly explored. While Deep Feature Synthesis
has shown promise in improving the performance of
traditional machine learning models, its impact on deep
learning architectures in fraud detection remains an open area
of research.

1.3 RESEARCH OBJECTIVES

This study aims to address the challenges above and
explore the synergy between automated feature engineering
and deep learning in credit card fraud detection. The primary
objectives of this research are:

To investigate the effectiveness of Deep Feature
Synthesis in generating relevant and informative features
from credit card transaction datasets. This objective seeks to
evaluate the potential of automated feature engineering in
capturing complex relationships within transaction data that
may indicate fraudulent activities.

To develop and evaluate a deep learning model for
credit card fraud detection, specifically a Convolutional
Neural Network (CNN). This model will leverage the high-
dimensional feature space created through automated feature
engineering techniques.

To conduct a comparative analysis of the performance
of the proposed CNN model with and without the integration
of DFS-generated features. This comparison aims to quantify
the impact of automated feature engineering on the accuracy,
precision, recall, and F1-score of the fraud detection model.

To assess the scalability and adaptability of the
proposed approach in handling large volumes of transaction
data and evolving fraud patterns. This objective addresses the
practical considerations of implementing such a system in
real-world financial environments.

To explore the interpretability aspects of the combined
DFS and deep learning approach, aiming to provide insights

into the decision-making process of the fraud detection model.
This aligns with the growing demand for explainable Al in
critical financial applications.

2 LITERATURE REVIEW

2.1 TRADITIONAL FRAUD DETECTION METHODS

Financial institutions have long employed traditional
fraud detection methods to identify suspicious activities in
credit card transactions. These methods primarily rely on
rule-based systems and statistical techniques. Rule-based
systems operate on predefined rules established by domain
experts and regulatory norms. These rules typically involve
transaction amount thresholds, geographical location checks,
and frequency of transactions. While these systems offer
consistency and transparency, they often need help to adapt
to fraudulent activities' dynamic and evolving nature.

Statistical techniques, including regression analysis and
time series modeling, have also been used to detect
transaction pattern anomalies. These methods aim to establish
baseline behavior for individual cardholders and flag
deviations from these patterns. Despite their simplicity and
interpretability, traditional methods often fail to capture
complex fraud patterns and suffer from high false-positive
rates, leading to operational inefficiencies and customer
dissatisfaction.

2.2 MACHINE LEARNING METHODS
2.2.1 Supervised Learning Techniques

The advent of machine learning has significantly
advanced the field of fraud detection. Supervised learning
techniques have gained prominence due to their ability to
learn from historically labeled data. These methods include
logistic regression, decision trees, random forests, and
support vector machines (SVM) [3]. Logistic regression
models have been widely used for their simplicity and
interpretability, providing probability scores for fraudulent
transactions. Decision trees and random forests offer the
advantage of capturing non-linear relationships in the data
and have shown robust performance in fraud detection tasks
[18].

Support Vector Machines have demonstrated high
accuracy in separating fraudulent from legitimate
transactions by finding optimal hyperplanes in high-
dimensional feature spaces. K-Nearest Neighbors (KNN)
algorithms have also been applied, leveraging the similarity
between transactions to identify potential fraud. These
supervised techniques have improved performance over
traditional methods, with studies reporting accuracy rates
ranging from 94% to 99% for various algorithms [33].

2.2.2 Unsupervised Learning Techniques

Unsupervised learning techniques address the challenge
of detecting novel fraud patterns without labeled data. These
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methods focus on identifying anomalies or outliers in
transaction data. Clustering algorithms, such as K-means and
hierarchical clustering, have grouped similar transactions and
isolated unusual patterns. Isolation Forests have gained
attention for their ability to detect anomalies efficiently in
high-dimensional spaces [34].

Autoencoders, a type of neural network, have been
utilized for dimensionality reduction and anomaly detection
in credit card transactions. By learning to reconstruct input
data, autoencoders can identify transactions that deviate
significantly from standard patterns [35]. While unsupervised
techniques offer the potential to detect previously unknown
fraud patterns, they often require careful tuning and domain
expertise to distinguish between genuine anomalies and
fraudulent activities.

2.3 DEEP LEARNING IN FRAUD DETECTION

Deep learning models have emerged as powerful tools
for credit card fraud detection, capable of automatically
learning hierarchical representations from raw transaction
data [2,21]. Convolutional Neural Networks (CNNSs),
traditionally used in image processing, have been adapted for
fraud detection by treating transaction features as one-
dimensional inputs [12,22]. CNNs have shown promising
results in capturing local patterns and spatial relationships
within transaction data [13].

Recurrent Neural Networks (RNNs), particularly Long
Short-Term Memory (LSTM) networks, have been applied to
model sequential dependencies in transaction histories. These
models excel at capturing temporal patterns and have
demonstrated high accuracy in identifying fraudulent
sequences of transactions. Studies have reported performance
improvements with deep learning models, achieving
accuracy rates above 99% and significantly reducing false
favorable rates compared to traditional machine learning
approaches.

2.4 FEATURE ENGINEERING TECHNIQUES

Feature engineering plays a crucial role in enhancing the
performance of fraud detection models. Manual feature
engineering involves domain experts crafting relevant
features based on their understanding of fraudulent behaviors.
This process, while valuable, is time-consuming and may
only capture some complex relationships within the data.

Automated feature engineering techniques have gained
traction, offering scalable and data-driven approaches to
feature creation. Profound Feature Synthesis (DFS) is a
promising method that automatically generates features from
relational datasets linked by unique identifiers [5]. DFS
applies a series of mathematical transformations to create
new features, potentially uncovering non-obvious
relationships in the data. Studies have shown that DFS can
significantly improve model performance, with one study
reporting a 23% increase in accuracy for car loan fraud
detection [36].

2.5 CHALLENGES IN CREDIT CARD FRAUD
DETECTION

Despite advancements in machine learning and deep
learning techniques, credit card fraud detection faces several
persistent challenges [4]. Class imbalance remains a
significant issue, with fraudulent transactions typically
representing less than 1% of total transactions. This
imbalance can lead to biased models and poor detection of
minority class instances [37]. Techniques such as
oversampling, undersampling, and synthetic data generation
(e.g., SMOTE) have been explored to address this issue, but
finding the right balance remains challenging.

The dynamic nature of fraud patterns poses another
significant challenge. Fraudsters continuously adapt their
strategies, rendering static models obsolete over time. This
necessitates the development of adaptive models capable of
learning from new data and evolving fraud patterns. Concept
drift, where the statistical properties of the target variable
change over time, further complicates the maintenance of
accurate models.

Data quality and availability present additional hurdles.
Privacy concerns and regulatory restrictions often limit
access to comprehensive transaction data, impacting model
training and evaluation [38]. Furthermore, transaction data's
high dimensionality and irrelevant or redundant features can
hinder model performance and interpretability.

Interpretability of complex models, particularly deep
learning architectures, remains a concern in the financial
sector. Regulatory requirements and the need for
transparency in decision-making processes demand
explainable Al solutions. Balancing model complexity and
interpretability remains an active area of research in fraud
detection.

3 METHODOLOGY

3.1 DATASET DESCRIPTION

This study utilizes a comprehensive credit card
transaction dataset from an open-source platform. The dataset
comprises two primary tables: credit card_transactions-
ibm_v2.csv (transaction file) and sd254 _cards.csv (card file),
containing 15 and 13 fields, respectively. The transaction file
encompasses 2,453,620 records, of which 1,432 are labeled
as fraudulent transactions. The card file contains information
on 416 unique credit cards. Table 1 provides a detailed
overview of the dataset structure:

TABLE 1: DATASET STRUCTURE
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Card 416 13 N/A

records 573 test records

The transaction table includes crucial information such
as transaction amount, timestamp, merchant category, and
location. The card table provides supplementary data on card
types, credit limits, and user demographics. This rich dataset
allows for comprehensive analysis and model development
for fraud detection.

3.2 DATA PREPROCESSING

Data preprocessing is critical in preparing the dataset for
analysis and model training. The process involves several key
stages:

Data Selection: To establish relational links between
tables, transactions are grouped by payment cards from
sd254cards.csv, and corresponding transactions from
credit_card_transactions-ibm_v2.csv are selected for each
card user.

Data Cleansing: Null values are replaced with zeros, and
invalid characters (e.g., dollar signs in transaction amounts)
are removed to ensure data consistency.

Handling Class Imbalance: The dataset exhibits severe
class imbalance, with a ratio of 99.942:0.058 between
legitimate and fraudulent transactions. An undersampling
technique is employed to address this, randomly selecting
legitimate transactions to match the number of fraudulent
transactions (1,432 each).

Data Encoding: Categorical features are transformed
into numerical values using Label Encoding, facilitating their
use in machine learning models.

Data Splitting: The preprocessed dataset is divided into
training and test sets with an 80:20 ratio, maintaining the
balance between fraudulent and legitimate transactions in
both sets. Table 2 summarizes the data preprocessing steps
and their outcomes:

TABLE 2: DATA PREPROCESSING SUMMARY

Preprocessing

Step Input Output

2,453,620
transactions

416 card-grouped

Data Selection .
transaction sets

. Cleaned dataset
. Raw transaction . -
Data Cleansing data with  consistent
formats

1,432 fraudulent,

Handling Class 1,432 fraudulent,

Imbalance |2'4f5.2’188 1,432 legitimate
egitimate
. Categorical Numerical
Data Encoding features encoded features

Data Splitting 2,864 preprocessed 2,291  training,

3.3 FEATURE ENGINEERING
3.3.1 Manual Feature Selection

Manual feature selection is performed based on domain
knowledge and exploratory data analysis. Key features
selected include transaction amount, time since the last
transaction, merchant category code, and geographical
location. Additionally, derived features such as transaction
frequency and average transaction amount per merchant
category are created to capture user behavior patterns. Table
3 lists the manually selected and derived features:

TABLE 3: MANUALLY SELECTED AND DERIVED FEATURES

Feature Feature Name Description
Type
. Transaction Monetary value of the
Original -
Amount transaction
I Time Since Last Time elapsed since the last
Original . -
Transaction transaction
Original Merchant Code identifying  the
g Category Code merchant type
Oridinal Transaction Geographical coordinates
g Location of the transaction
. Transaction Number of transactions in
Derived . . .
Frequency a defined time window
. Average transaction
Derived Avg. Transaction amount for each merchant

per Merchant
category

3.3.2 Deep Feature Synthesis (DFS)

Profound Feature Synthesis automatically generates
complex features from the relational dataset. The DFS
algorithm uses various mathematical transformations to
create features based on the relationships between the card
and transaction tables.

The DFS process generates 118 new features from the
original 25 features (15 from transaction data and 10 from
card data). These features capture complex relationships and
temporal patterns within the data.

Figure 1 illustrates the DFS feature generation process.
It depicts a flowchart showing the input of raw features from
both tables, the application of mathematical transformations,
and the output of synthesized features. The diagram
highlights how DFS leverages the relational structure of the
data to create meaningful, high-level features.
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FIGURE 1:DEEP FEATURE SYNTHESIS WORKFLOW

3.4 MODEL ARCHITECTURE
3.4.1 Convolutional Neural Network (CNN)

A 1-dimensional Convolutional Neural Network (1D-
CNN) is implemented as the primary model for fraud
detection. The CNN architecture is designed to capture local
patterns and spatial relationships within the transaction data.

The model structure follows the input layer, which is
shaped to match the feature dimensions. Convolutional Layer
1:32 filters, kernel size 2x2, ReLU activation.Convolutional
Layer 2: 64 filters, kernel size 2x2, ReL.U activation.Flatten
Layer.Dense Layer 1: 64 neurons, ReLU activation.Dropout
Layer: 50% dropout rate.Output Layer: 1 neuron, sigmoid
activation.

The model is compiled using binary cross-entropy loss
and Adam optimizer with a learning rate 0.0001. Training is
performed over 20 epochs with a batch size of 32.

Provides a visual representation of the model structure.
The diagram illustrates the layer-by-layer composition of the
network, including the dimensions and connections between
layers.

FIGURE 2:CNN MODEL ARCHITECTURE FOR FRAUD
DETECTION

3.4.2 Other Comparative Models

To evaluate the effectiveness of the CNN model, several
other machine learning models are implemented for
comparison: Logistic Regression: A baseline linear model for
binary classification. Random Forest: An ensemble learning
method using 100 decision trees.Support Vector Machine
(SVM): Implemented with a radial basis function
kernel. XGBoost: A gradient-boosting algorithm known for

its performance in various classification tasks.

These models are trained on the manually selected and
DFS-generated features to assess the impact of feature
engineering on different algorithms. Table 4 summarizes the
hyperparameters used for each comparative model:

TABLE 4: HYPERPARAMETERS OF COMPARATIVE MODELS

Model Hyperparameters
Logistic C=1.0, max_iter=100
Regression

Random Forest  n_estimators=100, max_depth=10
SVM C=1.0, kernel="rbf', gamma="scale'

max_depth=6,
n_estimators=100

XGBoost learning_rate=0.1,

To visualize the performance comparison across
different models. This figure presents a multi-axis plot
comparing each model's accuracy, precision, recall, and F1
score. The x-axis represents the different models, while
multiple y-axes show the performance metrics. This
visualization allows for a comprehensive comparison of
model performances across various evaluation criteria.

FIGURE 3: MODEL PERFORMANCE COMPARISON

The methodology outlined in this section provides a
robust framework for developing and evaluating fraud
detection models. By combining advanced feature
engineering techniques with state-of-the-art deep learning
architectures, this approach aims to effectively address the
challenges of credit card fraud detection.

4 EXPERIMENTAL RESULTS AND
ANALYSIS

4.1 PERFORMANCE METRICS

The performance of the fraud detection models is
evaluated using a comprehensive set of metrics to ensure a
holistic assessment. These metrics include accuracy,
precision, recall, F1-score, and Area Under the Receiver
Operating Characteristic curve (AUC-ROC). Accuracy
measures the overall correctness of the model, while
precision and recall focus on the model's ability to identify
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fraudulent transactions correctly. The F1 score provides a
balanced measure of precision and recall, which is
particularly useful in imbalanced datasets. AUC-ROC offers
insight into the model's ability to distinguish between classes
across various threshold settings. Table 5 presents the
performance metrics for the Convolutional Neural Network
(CNN) model with and without Deep Feature Synthesis
(DFS):

TABLE 5: CNN PERFORMANCE METRICS

. Fi1- AUC-
Model Accuracy Precision Recall Score  ROG
CNN
without  0.82 0.82 080 081 0.90
DFS
CNN
with 0.91 0.92 090 091 0096
DFS

The results demonstrate a significant improvement in all
metrics when DFS is applied. The accuracy increased from
82% to 91%, while the F1-score improved from 0.81 to 0.91.
Notably, the AUC-ROC value increased from 0.90 to 0.96,
indicating enhanced discriminative power of the model with
DFS-generated features.

Illustrates the ROC curves for both CNN models. The
graph displays the actual positive rate against the false
positive rate at various threshold settings. The curve for the
CNN model with DFS shows a more pronounced bow
towards the top-left corner, visually confirming the improved
performance indicated by the higher AUC-ROC value.

Rate (TPR)

Posilive

o L L
0 01 0z 03 04 5 08
Falsa Positive Rate (FPR)

FIGURE 4:ROC CURVES FOR CNN MODELS

4.2 MoDEL COMPARISON

A comparative analysis with other machine learning
algorithms is conducted to contextualize the performance of

the CNN model. The comparison includes Logistic
Regression, Random Forest, Support Vector Machine (SVM),
and XGBoost. Each model is evaluated using the same set of
performance metrics, both with manually selected features
and DFS-generated features. Table 6 summarizes the
performance metrics for all models:

TABLE 6: PERFORMANCE COMPARISON OF DIFFERENT

MODELS
F1- AU
Featu Accura Precisi Reca C-
Model Scor
reSet cy on | RO
e
C
Logistic
Regressi Qfa”“ 075 076 073 074 082
on
Logistic

Regressi DFS  0.79 0.80 0.77 0.78 0.86
on

Random Manu o465 087 084 085 093
Forest  al

Random pes g9 090 088 089 0.95
Forest

svm M 080 081 078 079 087

SVM DFS 0.84 0.85 0.83 0.84 0.91

5“35005 Qfa”“ 088 089 087 0.88 0.94
XOB9% pEs 090 091 089 090 0.9
CNN Qfa”“ 082 082 080 081 0.90

CNN DFS 091 0.92 0.90 091 0.96

The results indicate that while all models benefit from
DFS-generated features, the CNN model significantly
improves, outperforming other algorithms in most metrics
when using DFS features.

A multi-axis plot is presented comparing the F1-scores
and AUC-ROC values for all models with both feature sets.
The x-axis represents different models, while two y-axes
show the F1-score and AUC-ROC values. This visualization
allows for a comprehensive comparison of model
performances across different feature engineering approaches.
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FIGURE 5:MODEL PERFORMANCE COMPARISON

4.3 IMPACT OF FEATURE ENGINEERING

The application of Deep Feature Synthesis substantially
impacts model performance across all algorithms. The CNN
model, in particular, shows a remarkable improvement with
DFS features, with an 11% increase in accuracy and a 12%
increase in F1-score. This significant enhancement can be
attributed to the ability of DFS to capture complex
relationships and temporal patterns within the transaction
data, which are particularly relevant for fraud detection.

The improvement in model performance is not uniform
across all algorithms. Traditional models like Logistic
Regression show a modest improvement with DFS features,
while ensemble methods like Random Forest and XGBoost
demonstrate more substantial gains. This variation suggests
that the effectiveness of DFS-generated features may depend
on the underlying model's ability to leverage complex feature
interactions.

A feature importance analysis is conducted on the DFS-
generated features to analyze the impact of feature
engineering further. Presents a heatmap visualization of the
top 20 DFS-generated features ranked by their importance in
the CNN model. The x-axis represents individual features,
while the y-axis shows the relative importance score. This
visualization provides insights into which synthetic features
contribute most significantly to the model's predictive power.

FIGURE 6:FEATURE IMPORTANCE ANALYSIS

4.4 DI1SCUSSION OF RESEARCH FINDINGS

The experimental results reveal several key findings in
the application of deep learning and automated feature
engineering to credit card fraud detection:

Enhanced Performance with DFS: The consistent
improvement across all models with DFS-generated features
underscores the value of automated feature engineering in
fraud detection tasks. The ability of DFS to create features
that capture complex relationships in the data proves
particularly beneficial in identifying subtle fraud patterns [32].

The superiority of CNN with DFS: When combined
with DFS features, the CNN model outperforms all other
models in the study. This synergy between deep learning
architecture and advanced feature engineering techniques
suggests a promising direction for developing highly accurate
fraud detection systems.

Adaptability to Data Complexity: The varying degrees
of improvement across different algorithms highlight the
importance of model selection in conjunction with feature
engineering. Models with a higher capacity to handle
complex feature interactions, such as CNN and XGBoost,
appear to benefit more from DFS-generated features.

Interpretability Challenges: While the performance
improvements are significant, the increased complexity of
DFS-generated features poses challenges for model
interpretability. This aspect requires careful consideration,
especially in the context of regulatory compliance and
explainable Al requirements in the financial sector.

Potential for Real-time Application: The substantial
improvement in precision and recall suggests that the CNN
model with DFS features could significantly reduce false
positives and false negatives in real-world applications,
potentially leading to more efficient fraud detection systems
with fewer customer inconveniences.

These findings contribute to the growing knowledge of
applying advanced machine-learning techniques to financial
fraud detection. The study demonstrates the potential of
combining deep learning architectures with automated
feature engineering to create more effective and adaptable
fraud detection systems.

5 CONCLUSION AND FUTURE
WORK

5.1 SUMMARY OF RESEARCH CONTRIBUTIONS

This study has significantly contributed to credit card
fraud detection by integrating advanced deep learning
techniques with automated feature engineering. The research
has demonstrated the effectiveness of combining
Convolutional Neural Networks (CNN) with Deep Feature
Synthesis (DFS) in improving the accuracy and reliability of
fraud detection systems. The proposed approach has shown
substantial improvements across all performance metrics,
with the CNN model utilizing DFS-generated features
outperforming traditional machine learning algorithms and
standalone deep learning models [27].

The study has highlighted the importance of feature
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engineering in enhancing the performance of fraud detection
models [28]. The application of DFS has proven to be
particularly effective in capturing complex relationships and
temporal patterns within credit card transaction data, leading
to more robust and accurate fraud detection. This automated
approach to feature generation offers a scalable solution to
the challenge of adapting to evolving fraud patterns, a critical
aspect in the dynamic landscape of financial fraud [29].

Furthermore, the comparative analysis conducted in this
research provides valuable insights into the relative strengths
of various machine learning and deep learning approaches in
fraud detection [30]. The superior performance of the CNN
model with DFS features underscores the potential of this
combination for developing next-generation fraud detection
systems in the financial sector.

5.2 RESEARCH LIMITATIONS

While the research presents promising results, several
limitations must be acknowledged. The study was conducted
on a specific dataset, which, although comprehensive, may
only partially represent the diversity of credit card transaction
patterns across different geographical regions or financial
institutions. The generalizability of the findings to other

datasets or real-world scenarios requires further investigation.

The focus on a binary classification problem (fraud vs.
non-fraud) simplifies the complexity of real-world fraud
detection, where multiple types of fraudulent activities may
exist. The model's performance distinguishing between
different fraud categories remains unexplored in this study.

The computational resources required for implementing
DFS and training deep learning models may pose challenges
for real-time fraud detection in high-volume transaction
environments. The trade-off between model complexity and
computational efficiency needs further examination in the
context of practical deployment.

While the study demonstrates improved performance
metrics, the interpretability of the complex features generated
by DFS and the decision-making process of the CNN model
remain challenging [24]. This limitation is particularly
relevant in the financial sector, where regulatory
requirements often demand explainable Al solutions.

Future Research Directions

Building upon the findings and limitations of this study,
several promising directions for future research emerge.
Exploring the application of the proposed approach to more
extensive and diverse datasets, including cross-regional and
multi-institutional data, would provide insights into the
model's generalizability and robustness.

Integrating other deep learning architectures, such as
recurrent neural networks (RNNs) or transformer models,
with DFS could capture more complex temporal
dependencies in transaction sequences [9]. This exploration
may improve fraud detection accuracy, especially for

evolving sophisticated fraud patterns [23].

Future work should also focus on enhancing the
interpretability of DFS-generated features and deep learning
models [11,19,25]. Developing techniques to provide clear
explanations for fraud predictions would address regulatory
requirements and build trust in the system among financial
institutions and customers [17].

Extending the binary classification approach to multi-
class fraud detection, where different types of fraudulent
activities are distinguished, represents another valuable
research direction [7,26,31]. This extension would provide a
more nuanced understanding of fraud patterns and enable
more targeted prevention strategies [15,16].

Investigating the real-time applicability of the proposed
approach, including optimizing computational efficiency and
developing strategies for continuous model updating, would
bridge the gap between research findings and practical
implementation in the dynamic environment of financial
transactions [6,10,14].
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