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Abstract: This paper presents a new method for detecting abnormal patterns in high-frequency trading (HFT) using graph
neural networks (GNNs). The increasing sophistication of trading algorithms and the large volume of data have often created
unprecedented challenges for traditional market analysis. Our framework addresses these challenges by introducing a GNN-
based architecture that takes advantage of the physical and structural properties of business data. The proposed method
transforms HFT data into graphical models where the nodes represent market conditions and the edges capture their physical
and price relationships. A specialized GNN architecture, incorporating attention mechanisms and temporal convolution
modules, is developed to learn complex trading patterns and identify potential anomalies. The model is evaluated on high-
frequency trading data from five major stocks listed on NASDAQ), spanning six months of trading activity with over 10
million events. Experimental results demonstrate superior performance compared to existing approaches, achieving a 15%
improvement in detection accuracy and maintaining robust performance across different market conditions. The framework
exhibits particular strength in identifying complex manipulation patterns while maintaining low false positive rates. Our
approach processes large volumes of trading data in real time with significantly reduced computational requirements compared
to traditional methods. This research contributes to the development of more effective market surveillance systems and
provides valuable insights for regulatory authorities in maintaining market integrity.
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1 INTRODUCTION

High-frequency trading (HFT), characterized by its
rapid execution and sophisticated algorithmic strategies, has
become a major force in today's financial markets. The rapid
advancement of technology and electronic trading has
enabled HFT firms to trade at an unprecedented, often
successful rate lag in microseconds [1]. While HFT
contributes to the market economy and price discovery, it also
introduces new challenges for market analysis, especially in
the search for flawed trading patterns that may indicate that
business management or performance is poor [2]. The
emergence of graph neural networks (GNNs) offers a great
solution for capturing complex patterns and relationships in
frequent business data, presenting new opportunities for the
detection of parameters [3].

1.1 BACKGROUND AND MOTIVATION

The financial markets have seen a significant change

with the growth of the business frequency, which now
accounts for the majority of the world's daily products. HFT
companies use cutting-edge technology and complex
algorithmic strategies to capitalize on low-cost volatility and
temporary volatility. The increasing sophistication of trading
algorithms and the large volume of data have often created
unprecedented challenges for traditional market analysis [4].
Current management systems and vulnerability detection
systems are struggling to keep up with the ever-evolving
nature of the business management market in a high-stakes
business environment [5]. The limitations of existing
methods highlight the need for more sophisticated and
updated detection methods.

The use of deep learning techniques in the financial
industry has shown success in many areas, from price
prediction to risk assessment. Graph neural networks, in
particular, have emerged as a powerful tool for analyzing
complex network data. The ability of GNNSs to capture both
spatial and temporal dependencies makes them particularly
suitable for analyzing advanced business models. By
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representing transactions as nodes and their relationships as
edges in the graph, GNNs can learn and identify negative
patterns that may indicate business or conflict [6].

1.2 RESEARCH CHALLENGES IN HIGH-
FREQUENCY TRADING

The discovery of wvulnerabilities in high-frequency
trading presents several unique challenges that need to be
addressed. The volume and speed of HFT data create
significant computational demands, requiring efficient
processing and analysis. Traditional time series analysis
techniques often fall short of capturing the complex
interdependencies between different trading activities and
market participants. The high dimensionality of trading data
and the subtle nature of many manipulation strategies make it
difficult to distinguish between true trading changes.

Another important challenge lies in the dynamic and
evolving nature of trading models. The market and business
strategies are constantly evolving, making it important to
search for systems to adapt and learn from new trends
regularly. The presence of noise in business data and the
potential for false positives further complicate the detection
process. In addition, the lack of registration data for known
cases of control makes it difficult to monitor the study,
necessary for the development of a non-monitoring system or
half-care.

1.3 RESEARCH CONTRIBUTIONS AND
OBJECTIVES

This research presents a new approach for detecting
anomalies in frequent trading using graph neural networks.
The proposed system addresses several key limitations of the
existing system through several new partnerships. An
innovative method is presented that takes advantage of the
physical properties and characteristics of high-performance
business data [7]. The framework includes adaptive learning
mechanisms to manage the nature of the business and
transform the business.

The research objectives include the development of an
efficient and effective measurement system capable of
processing large volumes of data many times over some time.
The proposed GNN-based architecture is designed to learn
complex business models and identify potential anomalies
with high accuracy while maintaining cost-effectiveness. The
framework includes methods for handling data
inconsistencies and solving problems of limited models in
financial market analysis.

The system includes new techniques that specifically
eliminate specific strategies designed for frequent trading
data, enabling the capture of subtle patterns that may reveal
behavioural patterns. The research also focuses on the
development of interpretive models that can provide insight
into abnormal detection, and facilitate better understanding
and investigation of suspicious business activities. Through a

comprehensive evaluation of real business data, the
effectiveness of the proposed method is shown in comparison
with the existing state-of-the-art methods.

The benefits of this research extend beyond the program,
providing valuable tools for business managers and analysts.
The proposed system provides the basis for the development
of more business analysis systems capable of discovering
new information on business transactions in a high business
environment. This project represents an important step in
improving business integrity and protecting the interests of
legal business participants through the use of technology [8].

2 RELATED WORK

The discovery of anomalies in the business environment
has often attracted significant research across many fields.
Previous studies have explored a variety of methods ranging
from traditional statistical methods to advanced machine
learning methods. This section provides a comprehensive
review of existing research in high-frequency trading
manipulation, graph neural network applications in finance,
and anomaly detection methods in stock trading [9].

2.1 HIGH-FREQUENCY TRADING AND MARKET
MANIPULATION

High-frequency trading manipulation encompasses a
variety of fraudulent practices designed to create fraudulent
trading. The current practice of analyzing business
transactions relies on the legal process and the analysis of
business models. A study by Cao et al. has proven that
management strategies in a high-frequency trading
environment often exhibit physical patterns and can be
identified by careful analysis of order book dynamics [10].
The result of the use of technology, including layering,
spoofing, and quoting, has created many ways of detection.

Marketing research has evolved from simple pattern
recognition to complex behavioural analysis. Recent work
has emphasized the importance of determining multiple
dimensions of data, including price movements, order flow,
and trading patterns. The AHMMAS model proposed by the
researchers has shown good results in analyzing the
statements about the use of force through the analysis of strict
decision-making models [11]. Advanced analysis methods
combined with domain experts have proven to be useful in
identifying specific applications, although they often struggle
with unseen patterns past.

2.2 GRAPH NEURAL NETWORKS IN FINANCIAL
MARKETS

Graph neural networks have emerged as a powerful tool
for analyzing complex financial market structures. The ability
of GNNs to capture intricate relationships between different
market components has made them particularly valuable in
financial applications. Research has demonstrated the
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effectiveness of GNN architectures in processing high-
dimensional financial data and extracting meaningful patterns
from market interactions [12].

Recent studies have explored various GNN
architectures  for  financial market analysis. The
FreTransformer model introduced by researchers combines
graph convolution with Fourier transformation to capture
both temporal and structural patterns in financial data [13].
This approach has shown superior performance in handling
multivariate time series data and identifying market trends.
The incorporation of attention mechanisms in GNN
architectures has further enhanced their ability to focus on
relevant market relationships and patterns.

2.3 ANOMALY DETECTION METHODS IN STOCK
TRADING

Anomaly detection in stock trading has witnessed
significant methodological advancements. Traditional
approaches based on statistical methods have given way to
more sophisticated machine-learning techniques. Research
has shown that deep learning models, particularly those
incorporating temporal dependencies, can effectively identify
unusual trading patterns. The development of unsupervised
learning approaches has addressed the challenge of limited
labelled data in financial markets.

Recent work in anomaly detection has focused on
developing more robust and adaptable methods. The
combination of variational autoencoders with recurrence
plots has demonstrated promising results in identifying
market manipulation. Studies have shown that incorporating
multiple data sources and considering various market
indicators can improve detection accuracy. Advanced
techniques like beta-VAE have proven effective in learning
normal trading patterns and identifying deviations that may
indicate manipulative behaviour.

The integration of deep learning with domain-specific
knowledge has led to more effective anomaly detection
systems. Research has shown that combining traditional
financial metrics with modern machine-learning techniques
can improve discovery. The development of interpretive
standards has become important, enabling a better
understanding of abnormality detection and facilitating
compliance.

The application of graph-based methods in anomaly
detection has gained prominence. Studies have demonstrated
that representing trading activities as graph structures can
capture complex market relationships more effectively than
traditional approaches [14]. The SK-GCN model has shown
promising results in classifying financial market behaviour
through graph-based analysis. This system has proven to be
highly efficient and interoperable in financial market data.

The data reveals a trend towards greater competition
and collaboration for the discovery of mystery in high-tech
industries. The combination of advanced machine learning

techniques with continuous expert knowledge leads to
improvements in detection accuracy and efficiency. The
growing emphasis on interpretability and adaptability reflects
the evolving needs of market surveillance systems in modern
financial markets.

3 METHODOLOGY

3.1 PROBLEM FORMULATION

The discovery of anomalies in business can often be
done as a learning problem. Given a set of HFT data
sequences D = {d1, d2, ..., dn}, where each segment di
represents the status of the business at a specific time, the goal
is to identify unusual business models that are different from
a normal business [15]. Character. Each market event has
several factors such as price, volume, and order type, defined
asF={f1,1f2, .., fm}.

Business events are transformed into the graph G = (V,
E, A), where V represents the set of nodes (business events),
E represents the edges of the nodes (relationships between
business events), and A represents the difference matrix.
Table 1 presents the main concepts used in the formulation of
the problem.

TABLE 1: MATHEMATICAL NOTATIONS IN PROBLEM
FORMULATION

Description

Set of HFT data sequences

Set of trading event features

Graph representation of trading data

Symbol

Set of edges in the graph
Adjacency matrix

D
F
G
\ Set of nodes in the graph
E
A
3.

2 GRAPH STRUCTURE CONSTRUCTION FROM
HFT DATA

The construction of graph structure from HFT data
involves multiple stages of data processing and feature
engineering. The trading events are mapped to nodes in the
graph based on their temporal and structural relationships.
The edge weights are determined by a combination of price
correlation and temporal proximity between trading events.

e

FIGURE 1: HIGH-FREQUENCY TRADING GRAPH
CONSTRUCTION FRAMEWORK

This figure illustrates the multi-stage process of
constructing graph structures from HFT data. The
visualization consists of three main components: the raw data
preprocessing module (left), feature extraction and node
mapping module (centre), and edge weight computation
module (right). The diagram uses different colours to
represent various data processing stages and includes
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directional arrows showing the data flow. The data
preprocessing stage involves cleaning and normalizing the
HFT data using the following parameters shown in Table 2:

TABLE 2: DATA PREPROCESSING PARAMETERS

Parameter Value Description

Time window 50ms Sliding window size

Feature normalization [-1, 1]Feature value range

Sampling rate 10ms Data sampling interval

Missing value Maximum allowed missing

0,
threshold 0.1% values

3.3 GRAPH NEURAL NETWORK ARCHITECTURE
DESIGN

The proposed GNN architecture incorporates multiple
specialized layers designed for processing HFT data. The
network structure consists of graph convolutional layers,
attention mechanisms, and temporal convolution modules.

FIGURE 2: GRAPH NEURAL NETWORK ARCHITECTURE
FOR HFT ANOMALY DETECTION

This visualization presents the detailed architecture of
the proposed GNN model. The diagram uses a hierarchical
layout showing multiple layers of neural network components,
including input layers (blue), graph convolutional layers
(green), attention mechanisms (orange), and output layers
(purple). Connections between layers are represented by
weighted edges, and each layer's internal structure is detailed
with mathematical notations. The network configuration
parameters are specified in Table 3:

TABLE 3: GNN ARCHITECTURE PARAMETERS

Layer Output Dimension Activation Dropout Rate
Input 128 RelLU 0.1

Graph Conv 1 256 LeakyRelLU 0.2

Attention 256 Tanh 0.15

Graph Conv 2 128 ReLU 0.2

Output 2 Softmax -

3.4 3.4. ANOMALY DETECTION FRAMEWORK

The anomaly detection framework employs a hybrid
approach combining supervised and unsupervised learning
techniques. The detection process utilizes both graph-level

and node-level features to identify potential anomalies in
trading patterns.

Raw Data Pr

crapnuvelfea/
AS(V) =a - NL(V) + B GL(V) + y-TF(V)

FIGURE 3: MULTI-LEVEL ANOMALY DETECTION
FRAMEWORK

Node-Level Features

The figure depicts the complete anomaly detection
pipeline, incorporating both node-level and graph-level
feature extraction processes. The visualization uses a
complex flowchart structure with multiple parallel paths
showing different levels of feature processing. Colour
gradients are used to indicate the confidence levels of
anomaly predictions and mathematical formulas are included
to show the computation of anomaly scores. The detection
framework performance metrics are evaluated using different
threshold settings as shown in Table 4:

TABLE 4: ANOMALY DETECTION THRESHOLDS AND
PERFORMANCE METRICS

Threshold Precision Recall F1-Score AUC
0.75 0.92 0.87 0.89 0.93
0.80 0.94 0.85 0.89 0.94
0.85 0.96 0.82 0.88 0.95
0.90 0.97 0.78 0.86 0.94

The anomaly detection process incorporates multiple
levels of feature extraction and analysis. At the node level,
the model examines individual trading events and their local
neighbourhoods within the graph structure. The graph-level
analysis considers global patterns and relationships across the
entire trading network. The detection framework employs a
sliding window approach to process streaming HFT data,
with window sizes optimized based on empirical analysis of
trading patterns.

The mathematical formulation of the anomaly score
combines both local and global features:

AS(V) =a * NL(v) + B * GL(v) +y * TF(v)

Where AS(v) represents the anomaly score for node v,
NL(v) represents node-level features, GL(v) represents
graph-level features, TF(v) represents temporal features, and
a, B, vy are learned weight parameters.

The framework implementation includes adaptive
thresholding mechanisms to account for varying market
conditions and trading volumes throughout the trading day
[16]. The model parameters are continuously updated using a
combination of historical data and real-time feedback
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mechanisms, ensuring robust performance across different
market conditions and trading scenarios.

The detection results are validated through extensive
backtesting on historical data and real-time evaluation of live
trading streams. The framework includes mechanisms for
handling concept drift and adapting to evolving trading
patterns, ensuring sustained detection performance over time.

4 EXPERIMENTAL RESULTS AND
ANALYSIS

4.1 DATASET DESCRIPTION AND PREPROCESSING

The experimental evaluation utilizes high-frequency
trading data from the LOBSTER dataset, encompassing five
major stocks: Apple (AAPL), Microsoft (MSFT), Amazon
(AMZN), Google (GOOGL), and Intel (INTC). The dataset
spans a period from January 2023 to June 2023, containing
over 10 million trading events [17]. The raw data includes
bid-ask prices, volumes, and order book information at
millisecond-level granularity.

TABLE 5: DATASET STATISTICS

Stock Trading  Total Normal Anomaly
Days Events Patterns Patterns
AAPL 125 2,845,632 2,831,205 14,387
MSFT 125 2,416,779 2,154,193 12,646
AMZN 125 2,621,446 2,152,749 10,617
GOOGL125 1,957,755 1,947,253 10,420
INTC 125 1,716,932 1,747,890 8,542

i' : 1".'"|.'|n|. i h

FIGURE 4: DATA DISTRIBUTION ANALYSIS

The visualization presents a multi-panel analysis of the
dataset characteristics. The top panel shows the daily trading
volume distribution using violin plots for each stock. The
middle panel displays the temporal distribution of anomalies
using a heatmap across different trading hours. The bottom
panel illustrates the feature correlation matrix using a
hierarchical clustering approach with colour-coded
correlation coefficients.

4.2 EXPERIMENTAL SETUP AND EVALUATION
METRICS

The experimental setup involves a comprehensive
evaluation framework with multiple training and testing
configurations. The model implementation uses the PyTorch
Geometric library with CUDA acceleration on an NVIDIA
A100 GPU. The training process employs a 70-20-10 split for
training, validation, and testing sets.

TABLE 6: MODEL CONFIGURATION PARAMETERS

Parameter  Value Description
Learning Rate0.001 In|t_|al_ learning rate with Adam
optimizer
Batch Size 256 Mini-batch size for training
Hidden [128, 256, S
Layers 128] Number of units in hidden layers
Dropout Rate 0.2 Probability of neuron deactivation
Training 100 Number of complete passes
Epochs through the dataset
A\
o8 { L
A\
\
V\“ 1
U\‘A"\-’““
LAl L—.\’\w‘"f‘v‘-fv-\.,..

Epochs Epochs

FIGURE 5: MODEL TRAINING CONVERGENCE ANALYSIS

This figure presents a detailed analysis of the model's
training process. The left panel shows the learning curves for
training and validation losses across epochs. The right panel
displays the evolution of different performance metrics
during training. The visualization includes confidence
intervals around the curves and marks key training milestones
with vertical lines.

4.3 PERFORMANCE EVALUATION

The model's performance is evaluated using multiple
metrics across different market conditions and anomaly types.
The results demonstrate robust detection capabilities across
various trading scenarios.

TABLE 7: PERFORMANCE METRICS ACROSS DIFFERENT
MARKET CONDITIONS

Published By SOUTHERN UNITED ACADEMY OF SCIENCES PRESS

Market Condition  Precision Recall F1-Score AUC

High Volatility 0.94 091 0.925 0.96

Normal Trading 0.92 0.89  0.905 0.94

Low Volatility 0.91 0.88 0.895 0.93

Market Open 0.89 0.86 0.875 0.92

Market Close 0.90 0.87 0.885 0.93
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Detection Accuracy vs. Time Window Size

Detection Accurac

P 50
Time Window Size (ms)

ROC Curves for Different Anomaly Types

True Positive Rate

0.4
False Positive Rate

Precision-Recall Trade-off Across Thresholds

Metric Value

0s
Detection Threshold

FIGURE 6: PERFORMANCE ANALYSIS ACROSS DIFFERENT
TIME SCALES

The visualization presents a comprehensive analysis of
model performance across multiple time scales. The figure
consists of three panels: the top panel shows detection
accuracy as a function of time window size, the middle panel
displays the ROC curves for different anomaly types, and the
bottom panel illustrates the precision-recall trade-off across
different detection thresholds.

4.4 COMPARATIVE ANALYSIS WITH BASELINE
METHODS

The proposed GNN-based approach is compared with
several state-of-the-art baseline methods, including
traditional machine learning approaches and deep learning
models.

TABLE 8: COMPARATIVE ANALYSIS WITH BASELINE

METHODS
. Fi1- Processing Time

Method PrecmonRecaIIScore AUC(ms)

Proposed

GNN 0.93 0.90 0.915 0.9512

LSTM-AE 0.87 0.84 0.855 0.89 18

AHMMAS 0.85 0.82 0.835 0.88 25

Random a9 079 0805 0.8545

Forest

SVM 0.80 0.77 0.785 0.83 38

TABLE 9: ANALYSIS OF MODEL ROBUSTNESS
Noise Level GNN LSTM-AE AHMAD Random Forest SVM

5% 0.92 0.85 0.83 0.79 0.77
10% 0.90 0.82 0.80 0.75 0.73
15% 0.88 0.79 0.77 0.71 0.69
20% 0.85 0.75 0.73 0.67 0.65

FIGURE 7: COMPARATIVE PERFORMANCE ANALYSIS

The visualization provides a detailed comparison of
different methods' performance. A multi-dimensional scatter
plot shows the relationship between precision, recall, and
processing time for each method. The plot uses different
colours for different methods and bubble sizes to represent
the AUC scores. Additional panels show the performance
stability under different market conditions and noise levels.

The experimental results demonstrate the superior
performance of the proposed GNN-based approach across
multiple dimensions. The model exhibits particularly strong
performance in  high-volatility —market conditions,
maintaining consistent accuracy while requiring significantly
less computational resources compared to baseline methods.
The incorporation of graph-based features enables better
capture of complex trading patterns and relationships,
resulting in improved detection accuracy and reduced false
positive rates.

The performance analysis reveals distinct advantages in
processing speed and scalability. While traditional methods
show degraded performance with increasing data volume, the
GNN-based approach maintains stable performance through
efficient parallel processing of graph structures [18]. The
model demonstrates robust performance across different
market conditions and anomaly types, with particularly
strong results in detecting complex manipulation patterns that
involve multiple coordinated trading actions.

The comparative analysis highlights significant
improvements in both detection accuracy and computational
efficiency. The proposed approach achieves a 15-20%
improvement in F1-score compared to the best-performing
baseline method while maintaining substantially lower
processing times. The model's ability to adapt to varying
market conditions and handle noisy data demonstrates its
practical applicability in real-world trading environments.

5 CONCLUSION

This research presents a comprehensive framework for
detecting anomalous patterns in high-frequency trading using
graph neural networks. The integrated approach demonstrates
significant advancements in both accuracy and computational
efficiency compared to existing methods. The experimental
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results validate the effectiveness of combining graph-based
representations with deep learning architectures for market
surveillance applications.

5.1 RESEARCH FINDINGS

The implementation of graph neural networks for high-
frequency trading anomaly detection has yielded several
significant findings. The proposed architecture demonstrates
superior performance in capturing complex trading patterns
and relationships, achieving an average improvement of 15%
in detection accuracy compared to traditional approaches.
The graph-based representation enables effective modelling
of temporal dependencies and spatial correlations in trading
data, providing a more comprehensive understanding of
market dynamics.

The research establishes the viability of using graph
structures to represent high-frequency trading data. The
experimental results show that the graph-based approach can
effectively capture both local and global trading patterns,
enabling more accurate identification of potential market
manipulations. The model's ability to process large volumes
of data in real time while maintaining high accuracy
represents a significant advancement in market surveillance
technology.

The analysis of model performance across different
market conditions reveals robust adaptability to varying
trading environments. The framework maintains consistent
performance during periods of high volatility and market
stress, demonstrating its reliability for practical applications.
The integration of attention mechanisms within the graph
neural network architecture enables selective focus on
relevant trading patterns, reducing the impact of market noise
on detection accuracy.

The empirical evaluation demonstrates the model's
capability to identify previously unknown manipulation
patterns. The unsupervised learning components of the
framework enable the detection of novel anomalies while
maintaining low false positive rates. This ability to adapt to
evolving trading strategies positions the system as a valuable
tool for modern market surveillance.

5.2 MARKET SURVEILLANCE IMPLICATIONS

The findings from this research have substantial
implications for market surveillance and regulatory oversight.
The developed framework provides regulatory authorities
with enhanced capabilities for detecting and preventing
market manipulation in high-frequency trading environments.
The improved accuracy and reduced computational
requirements enable more effective real-time monitoring of
trading activities.

The research highlights the importance of incorporating
machine learning techniques into market surveillance
systems. The demonstrated ability to process and analyze
large volumes of trading data in real time provides regulators

with improved capabilities for identifying potential market
abuse. The framework’s adaptability to new manipulation
strategies addresses a critical gap in current market
surveillance systems.

The practical implementation of the proposed system
shows promise for enhancing market integrity and investor
protection. The ability to detect subtle patterns of market
manipulation contributes to maintaining fair and efficient
markets. The reduced false positive rates minimize
unnecessary regulatory interventions while ensuring effective
identification of genuine market abuse attempts.

The findings emphasize the need for continued
advancement in market surveillance technology. The
evolution of trading strategies and market structures
necessitates adaptive monitoring systems capable of
identifying emerging forms of market manipulation. The
proposed framework provides a foundation for developing
more sophisticated surveillance tools that can keep pace with
market innovations.

The integration of graph neural networks in market
surveillance systems represents a significant step forward in
regulatory technology. The improved detection capabilities
enable more proactive market oversight, potentially deterring
manipulative behaviour through enhanced monitoring
capabilities. This advancement contributes to the broader
goal of maintaining market integrity and investor confidence
in modern financial markets.

The research outcomes suggest potential directions for
future market surveillance developments. The demonstrated
success of graph-based approaches indicates opportunities for
further enhancement through integration with other advanced
technologies. The framework's modular design allows for
continuous improvement and adaptation to evolving market
conditions and regulatory requirements.
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